Welcome to Day 1 of the
DFIR Summit
Solutions Track 2024!
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Code of Conduct

SANS strives to create an atmosphere of learning, growth, and community. We
value the participation and input, in this event and in the industry, of people of
all genders, sexual identities, cultural and socioeconomic backgrounds, races,
ethnicities, nationalities, religions, and ages.

Please support this atmosphere with respectful behavior and speech. This
applies to all online interactions including the event Slack channel and in
Zoom.

If you withess or experience anything contrary to these guidelines, please tell
us at:


mailto:forums@sans.org
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Time (MDT) | Session Details
10:00am Event Kickoff & Introduction
10:10am Level Up Player One!- Use of Al technology for accelerating alert summarization and context
generation CJ CDrEIighI
10:45am Agentless Source of Truth: Using Your Network to Identify and Investigate System Intrusions
EXTRAHOP
11:20am Identity Threat Protection and Al: A Sympatico Relationship .
Delinea
11:55am BREAK
12:10pm Responding to Pikabot : Gotta Evade'em All l
VMRAY
12:45pm Reducing Third-Party Application Risks: Shifting Correctly
vorlon
1:20pm Event Recap & Closing Remarks




=% slack

Converse with fellow attendees, invited
speakers, and the SANS staff here:

summiturl.com/summit -slack

Questions for our speakers? All questions
should be submitted via Slack. Drop them
In this channel:

#2a-solutions -questions -for-speakers

AN

#01-announcements

#1b-summit -resources

#2-solutions -track -discussion
#0-help

#00-report -conduct


https://summiturl.com/summit-slack
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Level Up Player One!

- Use of Al technology for accelerating aleis

summarization ané context generation

Vincent Stoffer ﬁ
Senior Director of Product Manageme - Corelight
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Use of Al (LLM) technology
for accelerating alert
summarization and context /
generation

DFIR Reoknraesponse @

SUMMIT & TRAINING 2024

DFIR Solutions Track

C_ corelight
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whoami corelight

O«

Sr. Director of Product Management at Corelight
Focused on detections + analytics

20+ years security & network engineering

Zeek enthusiast

Jazz keyboardist

CISSP, GCIA, GCIH

O« O¢ O¢ O¢ O«

@
X @vstoffer In www.linkedin.com/in/vincent -stoffer -07057827

corelight.com (j Uﬂrﬂlighr



http://www.linkedin.com/in/vincent-stoffer-07057827

Agenda

(@]

The Challenges
The Corelight Investigator approach

3 Natural language alert review + validation for Suricata alerts .
Limitations encountered
Next steps and future work

3 Additional metadata for alert categorization

(e.g. Mitre ATT&CK coverage)

3 Alert Assessment é

3 Summarizing Zeek data for supporting context 4
Q&A

O«

O«

O«

O«
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The Challenges

Diverse set of data and alerts
3z Zeek, Suricata, ML, search-based
Sophisticated users -> less sophisticated ;i
s Level up our analysts! = 7
Ef f € cti ve &
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( corelight INVESTIGATOR — amazing 2 vince (SS0)

" Overview T
N Security  Network Overview  Security Posture  More Dashboards
= Highest Risk Detections © ® Entities With Detections @ ® Alert Categories With Detections @
Entities  Alert Categories 254 238
5 ¢ c ies = Detacti T 20% up 4 4% up
10 DetectSliver::SLIVER_H... 2
- MITRE ATT&CK Map ©
10, Exfiltration via DNS 1
@ Reconnaissance © Initial Access ® Execution @ Defense Evasion © Credential Access @ Discovery # Lateral Movement
10 ET EXPLOIT Fortinet Fo. 1 ® Command and Control ® Exfiltration © Impact
10, ET MALWARE [CISA AA.. 1
10 Confluence Authorizati... 1
9 CVE_2021_44228::0L0... 10
9 HTTP_C2::C2_Traffic_0... 7
9 RDP::Login_By_Passwo... 2
9 Social Engineering Dom... 2 -

® 2024 Corelight Privacy Policy
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7 Malicious File Download | 192.168.200.101

Detection Details 11 Alerts 41 Related Detections

Description s

The given originating system (a potentially compromised host) has downloaded a suspicious executable file. This detection considers

multiple aspects of the HTTP requests that download files, namely the host header (whether the host value contains an IP address or a

domain name), the popularity of the site from which the file is downloaded, as well as the name, mime type, and extension of the

downloaded file. The analysis of the extensions is particularly important because adversaries may deceive users into executing files by

replacing executable extensions (.exe, .dll, etc.) with that of other common and a priori safe file types (.txt, .doc, .pdf, .xIs, .ppt, .jpg. .png,

gif, etc.). &

Significance @ a ]

Adversaries rely upon a user downloading and opening a malicious file in order to gain execution. The presence of a malicious file
download does not indicate that the adversary has gained execution access to the machine, however executable file downloads from
suspicious sites or with inconsistent mime type and extension are strong indicators of compromise. These suspicious downloads can also
be the result of successful phishing or spearphishing emails, in cases when the phishing victim visited a site linked in the malicious email.

Validation @ ~

« Identify the HTTP requests originating from the alerted IP address with downloads of executable files. This can be achieved by looking for
http logs where the id.orig_h field contains the alerted IP address, and the resp_mime_types field contains the value “application/x-
dosexec”.

« Identify the name of the downloaded executable file, either from the resp_filenames field if available, or from the request URI (uri field in
http logs).

« Anatyze whether the extension of the downloaded file is a common executable extension (.exe, .bin, etc.). The presence of an extension of
other common file types such as media files (.png, .jpeg. .gif etc.) or documents (.doc, .ppt, .xls, etc.) is a strong indicator of a malicious

See More

« Check whether the alerted source IP address (id.orig_h in http logs) is expected to download executable files from unpopular sites. Note
that this detection can identify legitimate security assessment tools such as scanners or attack simulators,
= If the detected activity is expected for the alerted entity, then suppress the detection for the alerted entity moving forward and close the
detection ticket.
« Assess whether the hosts from which the executable files were downloaded (host field in http logs) are trusted. For example, if they are
owned by the organization, or if they correspond to a trusted service expected to be used at the monitored organization, :
corelight.com o If the hosts are trusted, then while there are executable file downloads, the activity is likely benign and can be ignored. (_} EUTE“Qm



Corelight researchers
develop and test prompts Vetted GPT prompts

that deliver alert-specific are loaded into the
insights, guidance, and Open NDR platform
potential mitigations with and available to
reasonable accuracy Investigator

Corelight customers get Al
driven insights directly in
alert triage workflow with
no direct access to GPT
required

( customers
. Investigator .
Corelight Researchers «#¢ > 70
o < A &
SRS
S
oV «© Investigator users
@‘)Q rate responses and
request new
prompts directly to 2
Corelight = 4
Researchers

corelight.com

through the Ul
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GPT integration for enhanced alert review and validation

alert http $EXTERNAL_NET any -> $HOME_NET any (msg:"ET MALWARE IC]
Possible Compromised Host AnubisNetworks Sinkhole Cookie Value btst";
flow:established,to_client; http.cookie; content:"btst="; startswith;
fast_pattern; pcre:"/”[a-f0-9]
{32}\x7c\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}\x7c/R";
metadata:attack_target Client_Endpoint, created_at 2022_07_15,
deployment Perimeter, signature_severity Major, updated_at 2023_05_19,
reviewed_at 2023_09_01; classtype:trojan-activity; threshold:type

limit, count 1, seconds 300, track by src; gid:1; sid:2037771; rev:2;)

corelight.com C,f L‘EITE|I§||‘IT



GPT integration for enhanced alert review and validation

Suricata Rule Description

= O COreligh!  INVESTIGATOR — amazing

@  Detections @
’ o Filters
T G
S
Severity Score Status
S 9 ¥ Open Closed
1 S 10
Category Entity Assignee
Q Q Q

& Newest Detection v

2 ET SCAN Potential SSH Scan OUTBOUND | 10.2.128.138
1 alert from August 13th, 12:14am to August 13th, 12:14am

O Open | Unassigned |
4 SSL:Invalid_Server_Cert | 192.168.200.200
3 alerts from August 9th, 12:00am to August 13th, 12:00am
O Open | (Unassigned)
4 ET DNS Query to a *.top domain - Likely Hostile | 10.7.3.102
27 alerts from August 10th, 8:56pm to August 12th, 11:58pm
O Open  (Unassigred
6 CrowdStrike Pony or CRE Stealer Request [CSIT-17081, CSIT-18132] | 192.168.122.121
3 alerts from August 10th, 11:44pm to August 12th, 11:44pm
O Open | (Unassiged )
6 ET MALWARE Possible Compromised Host AnubisNetworks Sinkhole Cookie Value btst | 192.168.122.121
3 alerts from August 10th, 11:44pm to August 12th, 11:44pm

corelight.com

2o vince

- Last 7 days (4 minutes ago)

The Suricata rule is designed to detect potential compromised
hosts icating with AnubisN rks Sinkhole using a
specific cookse value *btst™. It triggers an alert when observing
HTTP traffic from an external network to the local network
with a cooldie containing “btst=" at the beginning. The rule
utilizes a PCRE (Perl Compatible Regular Expression) pattern
to identify specific formats within the cookie value, which
includes a 32-ch hexadecimal string followed by an IP
address format separated by a 1", This rule is classified under
trojan-activity and has a threshold set to limit alerts to one per
300 seconds per source IP address. The rule is assigned a
unique group 1D (gd:1), signature ID (sid:2037771), and has
been revised twice (rev:2), with specifs data detailing its
creation, deployment, severity rating, and review dates.

(SS0)

(_ corelight



GPT integration for enhanced alert review and validation

Description ~

@E Generated from AI)

The Suricata rule is designed to detect potential compromised hosts communicating with
AnubisNetworks Sinkhole using a specific cookie value "btst". It triggers an alert when observing
HTTP traffic from an external network to the local network with a cookie containing "btst=" at the
beginning. The rule utilizes a PCRE (Perl Compatible Regular Expression) pattern to identify
specific formats within the cookie value, which includes a 32-character hexadecimal string
followed by an IP address format separated by a "|". This rule is classified under trojan-activity
and has a threshold set to limit alerts to one per 300 seconds per source IP address. The rule is
assigned a unique group ID (gid:1), signature ID (sid:2037771), and has been revised twice
(rev:2), with specific metadata detailing its creation, deployment, severity rating, and review
dates.

corelight.com (_,f L‘EITE|I§||‘IT



GPT integration for enhanced alert review and validation
Ask GPT about a ML/notice/Suricata alert

< Back To Triage Page

)
(] [5] DNS Reconnaissance | 10.2.128.198 <
I a8 Detection Details Alerts Reiated Detections Related Entities
H
DESCRIPTION v SUMMARY v
<
The given originating system {3 potentially compromised host) aimed at obtaining information about the network Status O Open
infrastructure of the target organization, in particular about the subdomains of a registrable domain (for example, :
mail.googlef.Jeom and ns1.google(.Jcom are both subdomains of the registrable google(.Jcom). Generally, DNS Assignee Unassigned - Assign 1o me ’

reconnaissance attacks first attempt a zone transfer request to a DNS server of the targeted organization (AXFR query

type). These requests are used for administrative purposes, and if successful return a complete copy of the DNS

database. Failed zone transfer attempts are followed by brute force subdomain enumerations, a technique that ENTITY v
consists in trying to resolve a large set of commonly used subdomains (www., mail,, ns\., wp., login etc.) to either

discard or confirm their availability based on the returned response codes (NOERROR for existing resources,

NXDOMAIN or other error codes for non existing or unavailable resources). Entity 10.2.128.198 .
Entity Type P
@ ASKGPT v
DETAILS v
@ Wnat does this atert mean? Alert Category  DNS Reconnaissance

Severity E]

The security alert indicates that an unauthorized entity might be performing DNS (Domain Name System)

reconnaissance on your network. This is a preliminary step in a cyber attack where the attacker gathers Type Machine Learning
information about your network infrastructure, such as IP addresses and hostnames, by exploiting the DNS Number of Alerts 345

system. Attackers use techniques like DNS zone transfers, DNS cache snooping, or reverse DNS lookups to

collect this valuable data. This intetligence can then be used to identify potential vulnerabilities and launch First Alert Time  Jan 1, 2023 9:55am

targeted attacks. As 3 cybersecurity analyst, it is crucial to investigate the source of this reconnaissance,

assess the impact on your organization's security, and implement appropriate defensive measures to mitigate Last Alert Time Jan 7, 2023 9:55am

the risk.
MITRE ATT&CK TECHNIQUES v
g
T1590 Sather Vicom Network Info an
e et | ) T15%% Search Open Tochnical Databases
To investigate a DNS Reconnaissance security alert, a cyber security analyst would primarily focus on the '
corelight.com — C_} L'IIIFE| |Qhr



@ ASKGPT v

& What does this alert mean?

The security alert indicates that an unauthorized entity might be performing DNS (Domain Name System)
reconnaissance on your network. This is a preliminary step in a cyber attack where the attacker gathers
information about your network infrastructure, such as IP addresses and hostnames, by exploiting the DNS
system. Attackers use techniques like DNS zone transfers, DNS cache snooping, or reverse DNS lookups to
collect this valuable data. This intelligence can then be used to identify potential vulnerabilities and launch
targeted attacks. As a cybersecurity analyst, it is crucial to investigate the source of this reconnaissance,
assess the impact on your organization’s security, and implement appropriate defensive measures to mitigate
the risk.

(5 N )

€ What next steps should | take?

To investigate a DNS Reconnaissance security alert, a cyber security analyst would primarily focus on the
following Zeek logs:

- dns.log: This log contains DNS query and response data, which can be analyzed for patterns related to
reconnaissance activities. such as freauent or repetitive aueries for non-existent domains. TXT record

€ How might this alert affect my network? Request more C, oor ol ghr

corelight.corm.



Limitations Encountered

Summaries are good - detections not so much
Validation is tough - random sampling, user feedback critical
Prompt engineering takes time and LOTS of experimentation
Landscape is changing rapidly (e.g. micro models)

O¢c O« O¢ O«

corelight.com
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corelight |

Next steps and future work

What is the best model

for further LLM use cases?
3JCrossing the bri
with customer data

(@]

O«

Next steps:
Adding rule context (MITRE ATT&CK) ,
Alert Assessment /
Log summarization + correlation

Generating SIEM queries for faster triage

Ensembling/correlation of multiple alert types

O«

W W W W W

corelight.com C,f L‘EITE|I§||‘IT



Adding Rule Context rule:
MITRE ATT&CK

Rules fed to GPT with heavily

engineered prompt add in reference

and contextual details like ATT&CK Prompt with rule
TTPs and, most importantly, reasons details

for their classification.

: L. T "mitre_phase": "Command and Control",

Tested against existing classifications "mitre._tactic_name": "Command and Control",

has shown GPT was wrong about 8% "mitre_tactic_number": "TA0011",

of the time. "mitre_technique_name"; "Standard Application Layer Protocol",

"mitre_technique_number": "T1071",

"attack reason": "The Suricata rule detects a specific pattern of
HTTP traffic that is consistent with a command and control (C2)
beacon used by the Covenant C2 framework. The rule looks for HTTP
GET requests to URIs with a specific pattern and without certain
HTTP headers, which can indicate an attempt to communicate with a
C2 server using common web protocols to blend in with normal
traffic, a method characteristic of the 'Standard Application Layer
Protocol’ technique." _, corelight

corelight.com


http://github.com/cobbr/Covenant

Alert Assessment

Alerts fed to GPT with heavily
engineered prompt to provide
assessment of risk value, certainty,
and rationale.

corelight.com

**Risk Assessment:**

- **Risk Value:** 9/10

- **Percent Certainty of Analysis:** 95%

- *Rationale:**

- The combination of DCE - RPC service control
operations and the use of ADMIN$ share to execute a
known tool like PsExec.exe strongly suggests that
this is not a benign activity but a remote

execution attempt. The operations performed are
typical of an attacker gaining execution capability
on a remote system to perform lateral movement or
maintain persistence.

- The geographical context and the unexpected
external control of internal resources elevate the
risk and likelihood of this being a true positive

for a remote execution attack.

_, corelight



Log Summarization + Correlatraw logs

{"#logtype":"etc_viz","#path":"etc_viz","#repo":"amazing-logs","#sensor""sacramento", "#type":"corelight-json","@id" "IvuA76qZN Q50Q34k4cSRIy8Y_5_2_1724051789","@ingesttimestamp":"1724051879316","@rawstring":"{\n \"c2s_viz.size\": 721,\n \"server_p\": 80,\n \"_write_ts\": \"2024-08-
19T07:16:29.779872Z\"\n \"s2c_viz.size\": 155,\n \"s2c_viz.enc_frac\": 0,\n \"_path\": \"etc_viz\",\n \"c2s_viz.enc_frac\": 0.7142857142857143\n \"c2s_viz.clr_frac\": 0.14285714285714285,\n \"s2c_viz.enc_dev\": -1,\n \"s2c_viz.clr_frac\": 1,\n \"uid\"; \"CMPkeD1ygZxmOydEtj\",\n
\"s2c_viz.clr_ex\": \"Content-Type: application/octet-stream\",\n \"c2s_viz.clr_ex\": \"Host: 17m4oqg6jngoka7zxtogltaebel.com"\n \"viz_stat\": \"c\",\n \"c2s_viz.enc_dev\": 0.5664705542999467\n \"_system_name\": \"sacramento\",\n \"c2s_viz.pdul_enc\": false,\n \"server_a\":
\"82.165.38.206\",\n \"service\": [],\n \"s2c_viz.pdul_enc\": false,\n \"ts\": \"2024-08-19T07:11:29.678606Z\"\n}","@timestamp":"1724051789779","@timestamp.nanos":"872000"," @timezone":"Z","_system name":"sacramento","_write_ts":"2024-08-19T07:16:29.779872Z""c2s_viz.clr_ex":"Host:
17mdoqg6jngoka7zxtoqltaebel.com","c2s_viz.clr_frac":"0.14285714285714285","c2s_viz.enc_dev":"0.5664705542999467","c2s_viz.enc_frac""0.7142857142857143","c2s_viz.pdul_enc""false","c2s_viz.size":"721""s2c_viz.clr_ex"."Content-Type: application/octet-
stream","s2c_viz.clr_frac":"1","s2c_viz.enc_dev"':"-1","s2c_viz.enc_frac":"0","s2c_viz.pdul_enc":"false","s2c_viz.size""155" "server_a":"82.165.38.206","server_p":"80","ts":"2024-08-19T07:11:29.678606Z","uid":"CMPkeD1ygZxmOydEtj","viz_stat":"c"}
{"#logtype":"conn","#path":"conn","#repo":"amazing-logs","#sensor""sacramento", "#type": "corelight-json","@id" "SldkaH zx JeU U3bN Zt8wxh0f9_377_80_1724051789","@ingesttimestamp":"1724051852188","@rawstring":"{\n \"resp_pkts\": 6,\n \"corelight shunted\": false \n \"id.resp_p\": 80,\n
\"resp_cc\": \"'DE\",\n \"spcap.url\": \"https:/tme-smartpcap.training.corelight.io/spcap/v1/?uid=CMPkeD 1ygZxmOydEtj\",\n \"spcap.triggen": \"all-unencrypted\",\n \"suri_ids\": [\"SmFhdrRGaDXi\"] \n \"duration\": 0.0156710147857666,\n \"local_resp\": false,\n \"uid\": \"CMPkeD1ygZxmOydEtj\",\n
\"community_id\": \"1:JpiBPscQKwVvPtdO9MKLRGP4v6GIs=\"\n \"conn_state\": \"SF\",\n \"id.resp_h_name.src\": \"DNS_A\",\n \"id.orig_h\": \"10.0.2.19\",\n \"id.resp_h\": \"82.165.38.206\",\n \"id.orig_p\": 1048,\n \"resp_ip_bytes\": 399,\n \"orig_bytes\": 720,\n \"local_orig\": true,\n \"_write_ts\":
\"2024-08-19T07:16:29.779872Z\"\n \"orig_ip_bytes\": 980,\n \"orig_pkts\": 6,\n \"_path\": \"conn\",\n \"missed_bytes\": 0,\n \"history\": \"ShDadFfT\",\n \"tunnel_parents\": [\"CqlPPgs6bafnc8gt4\"],\n \"id.resp_h_name.vals\": [\"17m4oqg6jngoka7zxtoqltaecbel.com\"]\n \"spcap.rule\": 1,\n
\"resp_bytes\": 155,\n \"resp_I2_addn\": \"52:54:00:12:35:02\",\n \"_system_name\": \"sacramento\",\n \"proto\": \"tcp\",\n \"orig_I2_addr\": \"08:00:27:96:9e:33\",\n \"ts\": \"2024-08-

19T07:11:29.6786062\"\n}","@timestamp":"1724051789779","@timestamp.nanos":"872000"," @timezone":"Z","_system_name":"sacramento”,"_write_ts":"2024-08-

19T07:16:29.779872Z","community_id":"1: JpiBPscQKwvPtdOMKLRGP4v6GIs=","conn_state":"SF","corelight_shunted":"false","duration":"0.0156710147857666","history":"ShDadFfT","id.orig_h":"10.0.2.19" "id.orig_p":"1048","id.resp_h":"82.165.38.206","id.resp_h_nane.src":"DNS_A""id.resp_h_na
me.vals[0]":"17m4og6jngoka7zxtoqltaebel.com”,"id.resp_p":"80" "local_orig": "true","local_resp":"false","missed_bytes":"0" "orig_bytes":"720" "orig_ip_bytes":"980","orig_|2_addr":"08:00:27:96:9e:33"," orig_pkts":"6","proto":"tcp", "resp_bytes":"155","resp_cc":"DE","resp_ip_bytes":"399","resp_I2_add
r":"52:54:00:12:35:02","resp_pkts":"6","spcap.rule":"1","spcap.trigger":"all-unencrypted","spcap. url":"https://tme-smartpcap.training. corelight.io/spcap/v 1/2uid=CMPkeD1ygZxmOydEtj", "suri_ids[0]":" SmFhdrR GaDXi","ts":"2024-08-
19T07:11:29.678606Z","tunnel_parents[0]":"CqlPPgs6bafnc8gt4", "uid":"CM PkeD 1ygZ xm OydEt;"}
{"#logtype":"suricata_corelight","#path":"suricata_corelight","#repo":"amazing-logs","#sensor" "sacramento”, "#type": "corelight-json","@id" :"AzL96dqMelMAVIFD7T1CK1Nv_16_45_1724051489","@ingesttimestamp":"1724051604562","@rawstring":"{\n \"alert.severity\": 3,\n \"id.orig_p\": 1048,\n
\"alert.category\": \"Unknown Traffic\",\n \"pcap_cnt\": 0,\n \"id.resp_p\": 80,\n \"_write_ts\": \"2024-08-19T07:11:29.689355Z\"\n \"suri_id\": \"SmFhdrRGaDXi\",\n \"_path\": \"suricata_corelight\",\n \"tx_id\": 0,\n \"uid\": \"CMPkeD1ygZxmOydEtj\",\n \"community_id\":

\"1: IpiBPscQKwVPtdOMKLRGP4v6GIs=\",\n \"alert.gid\": 1,\n \"alert.signature\": \"ET HUNTING Suspicious Empty Accept-Encoding Header\",\n \"_system_name\": \"sacramento\",\n \"alert.rev\": 2,\n \"payload\":

\"AAAAAAAAAAAAAAAAAXBKYXRIYYBIVFRQLzZEUMQOKSG9zdDogMT dtNGIXNmpuZ29rYTd6eHRvCT FOYWVIiZT EuY29tD QpBY 2NIcHQtRWS5jb2R pbmc 6 DQpDb25uZWN0aW9uOiBjbG9zZQOKQ29udGVudC 1MZW5ndGg61D UsMgOKDQqtCibps Apsd919jaC9Q0J7z13x2tajgMPEQ7BRUFDhJKHI
1gc+pad406hHc47zftyd8B1lwrula3c6Sfyb3ucoEBhnHNQUEQUWQAPUCBErXd6Yh729h6 CEkAY GIT POfGoDNt97nG4FFku2MONmrybYWU4bSf8Jwnl5JaeL RF Sgv7opcdve TpC CV3mofNRul9VoRk2FIB6W +/gdZ Cla+57SmQEdAKGHESrv UwIdRIANifU5aPW625+OmdxdJ PizrRRHMi6taOab6a+2bU4n
b21+GjCErBewVth6ésfrdql7VjybUT 7gYhUPDshXfHjyJ7ESR Ty Vo2ERfsxZkxgn+SToo4Rc 1Af+ XpuO/ce77cnfIL5z Viguiy Jyf7wOhaY qVUflcfriGKgkl o+UIfJ cXIfgL7Tt2Wbh5R4m PJyvzhnOxg3U qyqSrhiH 7W3bqt 7FD Pwj Y 69+khGq9EWMLOAXSfyAomalnCqdrk ETIBpCOTUmMD/ zypgZhDPQFKGTKbsSVT
FQRoc1HAYOmM58xSHPII1S62pjb6dApOgtzyotKJIKtfpB890a0jjVHLocp8Limz4qqPEqO1Y/R5f0syvWRuz1aBDH+RATT p4TR03GPVFnCdzdeGCPB1TxN5pViBO9WtGAo3b/AHxiwo+V7wXN2hWPma83Nz R+06ZkbTU By3IfRuJy Z0leA6nuK9MI7O/arH409Z W1orjq2fkiBOBZ zVZ10vgqcJHAUU 2JG7Mmoj
6S+rB1IsKejglISbBOgnNVwDCdKIgGW84FLhCpJhIP3V2up9t+z4mg\",\n \"service\": \"http\",\n \"flow_id\": 387953236334510,\n \"alert.signature_id\": 2043026,\n \"id.orig_h\": \"10.0.2.19\"\n \"alert.action\": \"allowed\",\n \"ts\": \"2024-08-19T07:11:29.688966Z\",\n \"id.resp_h\":
\"82.165.38.206\",\n \"alert.metadata\": [\n \"created_at:2022_12_28\"\n \"deployment:Perimeter\",\n \"performance_impact:Moderate\",\n \"signature_severity:Minor\"\n \"updated_at:2023_05_02\"\n

\n}","@timestamp™:"1724051489689","@timestamp.nanos":"355000"," @timezone":"Z","_system_name":"sacramento”," write_ts":"2024-08-19T07:11:29.689355Z" "alert.action":"allowed","alert.category":"Unknown

Traffic","alert.gid":"1","alert. metadata[0]":"created_at:2022_12_28""alert. metadata[1]":"deployment: Perimeter" "alert. metadata[2]":"performance_impact:Moderate","alert. metadata[3] :"signature_severity:Minor","alert. metadata[4]":"updated_at:2023_05_02","alert.rev":"2" "alert.severity":"3","alert.sign
ature™"ET HUNTING Suspicious Empty Accept-Encoding

Header","alert.signature_id":"2043026","community_id":"1:JpiBPscQKwVvPtd9MKLR GP4v6GIs=","flow_id":"387953236334510","id.orig_h":"10.0.2.19""id.orig_p":"1048","id.resp_h""82.165.38.206","id.resp_p":"80","payload":"AAAAAAAAAAAAAAAAIXBKYXRIYYBIVFRQLZEUM QKSG9zdDogMT dt
NGIXNmMpuZ29rYTd6eHRVcTFOYWVIZTEUY29tDQpBY 2NIcH QtR W5jb2R pbmc6D QpDb25uZ WN0aW9uOiBjhG9zZQOKQ29udGVudC1MZW5ndGg6ID UsMgOoKDQqtCibps Apsd919jaC9Q0J7zI3x2tajgMPEQ7BRUFDhJKHI1gc+padO6hHc47zftYd8B1wrula3c6Sfyb3ucoEBhnHNQUEQUWQAPUCBE
rXd6Yb729h6 CEKAyGIT POfGoDNt97nG4FFku2MONmrybYWU4bSf8Jwni5Jael RFSgv7opcdve T pCCV3mofN Rul9VoRk2FIB6W+/gdZCla+57SmQEdJAk6HE5rvUwld RIANifUSaPW625+ OmdxdJ PizrRRHMi6taOab6a+2bU4nb21+ GjCErBewVth6sfrdql 7ViybUT7gYhUPDshXfHjyJ 7ESRTyVo2ERfsxZk
xgn+SToo4Rc1Af+XpuO/ce77cnfIL5zVIguiy Jyf7wOhaYqVUflcfriGKgklo+U If e XIfgL7 T2Wb5R4mPJyv zhnOxg3Uqy qSrhiH7W3bqt7FDPwjY69+khGq9EW MLOAXSfyAomalnCqdrkETIBpCOTUMD/zypgZhDPQFKGTKbs SVTFQRoc IHAYOm58xSHPII1S62pjb6dAp0gtzy otk JKtfpB890a0jjVHLocp8Lim
z4qgqPEqO1Y/R5f0syvVRuz1aBDH+RA4T Tp4TRo3GPvFNnCdzdeGCPB1TxN5pV809WtGA03b/AHxiwo+V7wXN2hWPma83NzR+06ZkbT UBy 3IfRuJyZ0leA6nuK9MI70/arH409ZW1orjq2fki8SOBZ zVZ 10vgcIHdUU 2JG7Mmoj6S+rB1IsKejglISbBOgnNwDC dKIgGW84FLhC pJhIP3V2up9t+z4mg","pcap
_cnt":"0","service™: "http", "suri_id":"SmFhdrRGaDXi","ts":"2024-08-19T07:11:29.688966Z","tx_id":"0","uid":"CMPkeD 1ygZxm OydEt]"}

{"#logtype":"http", "#path" :"http", "#repo":"amazing-logs","#sensor" "sacramento”, "#ty pe": "corelight-json","@id" :"wGwt 7RHNdI1ptBbcBxIwVoUJ_25_194 1724051489","@ingesttimestamp™:"1724051593573","@rawstring™:"{\n \"id.orig_p\": 1048,\n \"status_code\": 200,\n \"request_body_len\": 0,\n
\"id.resp_p\": 80,\n \"_write_ts\": \"2024-08-19T07:11:29.688375Z\",\n \"server_headers\": [\n \"Server:nginx/1.6.2\",\n \"Date:Wed, 17 Dec 2014 14:23:35 GMT\",\n \"Content-Type:application/octet-stream\",\n \"Content-Length:0\",\n \"Connection:close\"\n ]\n \"_path\": \"http\",\n
\"version\": \"1.1\"\n \"tags\": [],\n \"uid\": \"CMPkeD1ygZxmOydEtj\",\n \"trans_depth\": 1,\n \"_system_name\": \"sacramento\",\n \"status_msg\": \"OK\",\n \"id.orig_h\": \"10.0.2.19\"\n \"response_body_len\": 0,\n \"ts\": \"2024-08-19T07:11:29.6883752\",\n \"id.resp_h\":
\"82.165.38.206\"\n}","@timestamp":"1724051489688","@timestamp.nanos":"375000"," @timezone":"Z","_system_name":"sacramento","_wrie_ts":"2024-08-
19T07:11:29.688375Z","id.orig_h":"10.0.2.19","id.orig_p":"1048""id.resp_h":"82.165.38.206","id.resp_p":"80","request_body_len":"0","response_body_len":"0","server_headers[0]":" Server:nginx/1.6.2","server_headers[1]":"Date:Wed, 17 Dec 2014 14:23:35 GMT","server_headers[2]":"Content-
Type:application/octet-stream”,"server_headers[3]":" Content-Length:0","server_headers[4]":"Connection:close","status_code":"200","status_msg":"OK" "trans_depth":"1","ts":"2024-08-19T07:11:29.688375Z","uid":"CMPkeD1ygZxmOydEt;j","version":"1.1"}
{"#logtype":"weird","#path":"weird","#repo":"amazing-logs","#sensor":"sacramento”, "#type": "corelight-json","@id" :"bEplkBf52nSGR8TIOYmkhWCP_7_10_1724051489","@ingesttimestamp":"1724051604842","@rawstring":"{\n \"uid\": \"CMPkeD1ygZxmOydEtj\",\n \"id.orig_p\": 1048,\n
\"_system_name\": \"sacramento\",\n \"id.resp_p\": 80,\n \"_write_ts\": \"2024-08-19T07:11:29.683393Z\",\n \"name\": \"line_terminated_with_single_CR\"\n \"id.orig_h\": \"10.0.2.19\",\n \"_path\": \"weird\",\n \"source\": \"CONTENTLINE\",\n \"ts\": \"2024-08-19T07:11:29.68339327\",\n
\"id.resp_h\": \"82.165.38.206\",\n \"notice\": false\n}","@timestamp":"1724051489683","@timestamp.nanos":"393000"," @timezone":"Z"," _system_name":"sacramento","_write_ts":"2024-08-
19T07:11:29.683393Z","id.orig_h":"10.0.2.19","id.orig_p":"1048""id.resp_h""82.165.38.206","id.resp_p":"80","name""line_terminated_with_single_CR","notice":"false","source™"CONTENTLINE","ts":"2024-08-19T07:11:29.683393Z","uid" :""CMPkeD1ygZxmOydEt;"}
{"#logtype":"weird","#path":"weird","#repo":"amazing-logs","#sensor" "sacramento", "#type": "corelight-json","@id" :"bEplk Bf52nSGR8TIOYmkhWCP_7_9_1724051489","@ingesttimestamp":"1724051604842","@rawstring":"{\n \"uid\": \"CMPkeD1ygZxmOydEtj\",\n \"id.orig_p\": 1048,\n
\"_system_name\": \"sacramento\",\n \"id.resp_p\": 80,\n \"_write_ts\": \"2024-08-19T07:11:29.682404Z\"\n \"name\": \"bad_HTTP_request_with_version\",\n \"id.orig_h\": \"10.0.2.19\"\n \"_path\": \"'weird\",\n \"source\": "HTTP\",\n \"ts\": \"2024-08-19T07:11:29.682404Z\"\n \"id.resp_h\":
\"82.165.38.206\",\n \"notice\": false\n}","@timestamp":"1724051489682","@timestamp.nanos":"404000"," @timezone":"Z","_system_name":"sacramento”," write_ts":"2024-08-

19T07:11:29.682404Z","id.orig_h":"10.0.2.19","id.orig_p":"1048" "id.resp_h":"82.165.38.206","id.resp_p":"80","name" "bad_HTTP_request_with_version","notice":"false","source":"HTT P","ts":"2024-08-19T07:11:29.682404Z" "uid":"CMPkeD1ygZxmOydEtj"}
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Log Summarization + Correlation

Logs fed to GPT with heavily
engineered prompt to provide
summarization and automated
confirmation of alert.

corelight.com

“The logs reveal a sequence of network activities involving a client

with IP 10.0.2.19 and a server at 82.165.38.206, communicating over HTTP
on port 80. Notably, the server is linked to a suspicious domain
(17m4og6jngoka7zxtoqltaebel.com), as identified in the DNS resolution
logs and further interactions logged under the connection and HTTP logs.
The connection was established successfully with a normal termination
(state SF), and the traffic included both encrypted and unencrypted data
exchanges. The HTTP log entries indicate that the server responded with

a status code 200 and content - type as application/octet - stream, which

could be indicative of binary or non - standard text data being
transferred, often a red flag for data exfiltration or malware
distribution.

Additionally, a Suricata alert was triggered for ""Suspicious Empty

Accept - Encoding Header,™ a tactic often used to evade standard security
detection mechanisms that rely on typical header presence. The alert was
categorized under "Unknown Traffic"" with a minor severity, but such
anomalies are crucial for security analysts as they can indicate

attempts to exploit less commonly monitored aspects of HTTP traffic.
Moreover, the presence of "'weird™ logs, such as
"line_terminated_with_single_ CR"" and

which could either be a result of configuration errors or deliberate
obfuscation attempts by malicious actors. These logs collectively
suggest a need for further investigation into the nature of the data
being transmitted and the intent behind these irregularities."

bad HTTP_request with_version,"" suggests non - standard HTTP practices

corelight



corelight.com C,f L‘EITE|I§||‘IT



(, corelight
Q&A

Thank You for Attending This Session

Please Ask Your Questions in Sl acl_<:§'
#2a-solutions -questions -forg s_; 84




EXTRAHOP

Rob Mathieson
Director, Public Sector Sales Engineeri

XiraHon

. T

-"'—‘.

e fm = wm = =

#2a-solutions -questions - for -S

: Afﬂl ..dl‘-A

U

EERE ] d
EE) ] ]
[RIRELE
1§

vt

B BN BN PR TN R W U P ST STy ey
; —

T



root
rFoot
root

root
:~# nc 192.168.100.108 80
P/1.0 root

.1 200 0K root

Sat, 29 Oct 2016 10:47:03 GMT root
er: Apache/2.2.8 (Ubuntu) DAV/2
owered-By: PHP/5.2.4-2ubuntu5.10 root

= B Fod Pl Bd Bl Pl

fntent-Length: 891
onnection: close
Content-Type: text/html

tml><head><title>Metasploitable2 - Linux</
e
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kdoor-lambda-function Backdoor La
Backdoor an
Create an Acce

Create a Login

Create an administ

detonate aws.per
:22 Checking your authenti a
123 Not warming up - aws.persistence.backdoor-lambda-;
:23 Backdooring the resource-based policy of the Lam)
5:23 {"Sid":"backdoor","

detonate aws.persistence.malicious-iam-user
:30 Checking your authentication against the AW
:31 Creating a malicious IAM user
131 Attaching an administrative IAM policy to
:31 Creating an access key for the IAM user
:32 Created access key AKIA254BBSGPP4TURGND,
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Network Forensics
Focuses On Al

Data transmitted over networks
Examination oflive and historical data
Patterns and Behavioral Observation
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Five Identification

Full coverage of your
entire ecosystem
regardless of

P 0O | 1 t S infrastructure

Process

Preservation

Isolate, Secure, and
Preserve data to prevent
tampering or deletion

O

Presentation
Summarize and
explain the
conclusions of
analysis
Analysis
Examination and
interpretation of the
preserved activity or
- data
Documentation

Comprehensive records to
include a detailed
accounting of actions



EXTRAHOP  Revwealx 340

Overview Dashboards Detections Alerts Assets Records Packets Search..
[ Igﬁti,?j:ﬁao - Detections / NeverSSL Connection
L]
NeverSSL Connection

RISk Aug 2002:50 » lasting a few seconds

Detected activity with NeverSSL:

* URI: clearshinyshiningmorning.neverssl.com/favicon.ico

« Method: GET

« User Agent: Mozilla/5.0 (Windows NT 6.3; Winé4; x64; rv:88.0) Gecko/20100101 Firefox/88.0
= ClientlP: 2404:dalc:267:bc03:13e5:70e8:756e1:6730

orrenDEr e |dentification
pc2 Device 0275767e3ffb0000
2406:dalc:267:bc03:13e5:70e8:76e1:6730 (i ] feB0:75:76ff-fe7e: 3ffD [i]
Site: CTAPAC360 Site: CTAPAC340
Related Detections
Current Detection
-3h -45m -10m -46m Aug 2002:50
A HARDENING A CAUTION
LLMNR Activity MNeverSSL Connection New DNS over JeverSSL Connection NeverSSL Connection
HTTPS (DoH) Activity
8 Detections 4 Detections
Aug 19 23:31 Aug 2002:04 Aug 2002:40 tug 2002:44 Aug 2002:50
OFFENDER
Same offender Same offender Same offender pc2
VICTIM
Same victim Same victim

Device 0275767e3ffb00..



EXTRAHOP  Revealx 340

~= Last3days

o B« Detections / New DNS over HTTPS (DoH) Activity

A New DNS over HTTPS (DoH) Activity

Aug 2002:40 » |asting 19 minutes

pc2 sent an HTTPS request to a known DoH provider for the first time. DoH enables encrypted domain name resolution through the HTTPS protocol. Determine if this activity is expected, or if an attacker is attempting to h

DoH providers:

» Cloudflare (DoH)

& OFFENDER

pc2
@ 2406:dal1c:267:bc03:13e5:70e8:76e1:6730
Site: CTAPAC360

Bytes Out by Cloud Service Metric  6h Snapshot
Cloudflare (DoH)

DoH Provider: Cloudflare (DaH)

Records

View the transactions associated with this detection

Overview Dashboards Detections Alerts Assets Records Packets Search...

|dentification

ihr Peak Value Expected Value
290 KB 0B

(-‘i*‘. Time: 2024-08-20 02:40:22.184, Record Type: Morth-South Traffic, Site: CTAPAC360, Flow: 5a7a366cf409d8 14, Direction: Outbound, IP Protocol: TCP, L7 Protocol: S5L:44.3, Web Category: CDN, Web App: CloudFlare, Country: Unknown, Client: pc2, Client IPv4 Address: 10.1.0.138, Client Port: 3018, Server: Device 0275767e3ffb0000,
=" Server Port: 443

Time: 2024-08-20 02:40:22.190, Record Type: North-5outh Traffic, Site: CTAPAC360, Flow: dd9d2124%aef58ad, Direction: Outbound, IP Protoceol: TCP, L7 Protocol: 550:443, Web Category: CDN, Web App: CloudFlare, Country: Unknown, Client: pc2, Client IPv4 Address: 10.1.0.138, Client Port: 3021, Server: Device 0275767 e3ffb0000,
~ Server Port: 443

Time: 2024-08-20 02:40:22.196, Record Type: Morth-5outh Traffic, Site: CTAPAC360, Flow: BBd35bf219%cbeSh, Direction: Outbound, IP Protecel: TCP, L7 Protecol: 55.:443, Web Category: CDN, Web App: CloudFlare, Country: Unknown, Client: pc2, Client IPv4 Address: 10.1.0.138, Client Port: 3020, Server: Device 0275747 e3ffb0000,
Server Port: 443

Time: 2024-08-20 02:40:22.202, Record Type: Morth-5outh Traffic, Site: CTAPAC360, Flow: c6c2fbBf 7cBaafa3, Direction: Outbound, IP Protecol: TCF, L7 Protocol: 550:443, Web Category: CON, Web App: CloudFlare, Country: Unknown, Client: pc2, Client IPv4 Address: 10.1.0.138, Client Port: 3019, Server: Device 02757 67e3ffb0000, 5
= Server Port: 443

s W1 A DB _W AT EO9N Darserrd Turna: Elross: Chas I TADATSAN Coandars nr? Condas 1B Addraces 1M1 11 198 Candar Dard: 230051 Borohraes Nowvders (PP 7E 74 To 2RO Boroheeer 1B Addraces 147 1EQ0 £1 A Borobheor Dards A4 7 Enrmmats EvElruss 1B Demtmaensd: TR Butac:s 1 417 Eleeds WA NES " W10 AT 174 1 s WOV ADOE WY O35 e A3 |



DoH Provider: Cloudflare (DoH)

Records

View the transactions associated with this detection

Time: 2024-08-20 02:40:22.184, Record Type: North-5outh Traffic, Site: CTAPAC3S0, Flow: 5a7a366cf409d8 14, Direction: Out
=" Sarver Port: 443

Time: 2024-08-20 02:40:22.190, Record Type: Morth-South Traffic, Site: CTAPAC360, Flow: dd9d2 125%aef58ad, Direction: Outbou
= Server Port: 443

|dentification

Time: 2024-08-20 02:40:22.1956, Record Type: Morth-South Traffic, Site: CTAPAC360, Flow: B8d35bf219%cbeSh, Direction: Cutbound, 1P
= Server Port: 443

= Time: 2024-08-20 02:40:22 202, Record Type: MNorth-5outh Traffic, Site: CTAPAC3S0, Flow: c6c2fbBf /cBaafs3, Direction: Outbound, IP Protocol: TCP, L7 Protocol: S5L:443, Web C:
=" Server Port: 443

= Time: 2024-08-20 02:40:22.520, Record Type: Flow, Site: CTAPAC340, Sender: pc2, Sender IP Address: 10.1.0.138, Sender Port: 3020, Receiver: Device 02757467e3fib0000, Receiw

Go to Records

Packets



EXTRAHOP  RevealX 340 Overview Dashboards Detections Alerts Assets Records Packets Search...
€ NewDNSover HTTPS (DoH) Activity  Tecarso.oneoucy ~  Record Query Results =
Record Type o
Any Type + 3 v 15k
1k 4.36:
Group by 0.5k Record
None - 0- T T T T T T T T T T T T T T T T T 1
2:40 2:41 2:42 2:43 2:44 2:45 2:44 2:47 2:48 2:49 2:50 2:51 2:52 2:54 2:55 2:56 2:57 2:58 2:59
Refine Results Device = pc2 and Cloud Service = Cloudflare {DoH) & % Site=CTAPAC360 # %
~ Suspicious
False (4,362) Any Field + || = ~
~ Uncommon Connection Time | Record Type Site Client |Pv4 Address  Server IPvd Address  Client (client) Server (server)
False (4,362) ®  2024-08-2002:58:51.391 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e3fb0000
~ External Connection @  2024-08-2002:58:51.391 Cloud Applications CTAPAC360 10.1.0.138 162.159.614 pc2 Device 0275767e3ffb0000
True (4,362) @ 2024-08-2002:58:51.391  Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e3ffb0000
~ Cloud Service @  2024-08-2002:58:51.391 Cloud Applications CTAPAC360 10.1.0.138 162.159.614 pc2 Device 0275767e3ffb0000
Cloudflare{DaH) (4,352) @  2024-08-2002:58:51.391 Cloud Applications CTAPAC360 10.1.0.138 162.159.614 pc2 Device 0275767e3ffb0000
CloudFlare 362 @  2024-08-2002:58:51.390 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e3ffb0000
) ::2:1?:: fons (4.335) @  2024-08-2002:58:51.389 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e3ffb0000
Flow (10) ®  2024-08-2002:58:51.295 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e3fb0000
Marth-South Traffic (4) ®  2024-08-2002:58:51.295 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e3ffb0000
::t E:Z:t:; ®  2024-08-2002:58:51.294 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e3ffb0000
®  2024-08-2002:58:51.294 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e3ffb0000
@  2024-08-2002:58:51.294 Cloud Applications CTAPAC360 10.1.0.138 162.159.614 pc2 Device 0275767e3ffb0000
@  2024-08-2002:58:51.294 Cloud Applications CTAPAC360 10.1.0.138 162.159.614 pc2 Device 0275767e3ffb0000 .
@  2024-08-2002:58:51.082 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e P re Se rvat | O n
@  2024-08-2002:58:51.082 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e
@  2024-08-2002:58:51.064 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e
@  2024-08-2002:58:51.064 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767e
®  2024-08-2002:58:50.984 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0275767,
®  2024-08-2002:58:50.984 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 02757fle3ffb0000
®  2024-08-2002:58:50.978 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 027 67e3ffb0000
@  2024-08-2002:58:50.978 Cloud Applications CTAPAC360 10.1.0.138 162.159.61.4 pc2 Device 0:ff5767e3ffb0000

50 = recordsperpage @& Query Packetsfor All Displayed Records

Records queried fro




chboards  Detections

A7 2:48

Client IPv4 Address
10.1.0.138

10.1.0.138
10.1.0.138
10.1.0.138
10.1.0.138
10.1.0.138
10.1.0.138
10.1.0.138
10.1.0.138

2:49 2:50

Server IPvd Address
162.159.61.4

162.159.61.4
162.159.61.4
162.159.61.4
162.159.61.4
162.159.61.4
162.159.61.4
162.159.614
162.159.61.4

Alerts  Assets

Records

2:51

Client (client)

Packets

Search... e {f- ‘1};{1!

= H

Save this record query

4,362

Records

2:52 2:53 2:54 2:55

Server (server)

Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ftb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000

2:58 2:59

Fields ~ | EH

Preservation




False (4,362)

~ External Connection
True (4,362)

~ Cloud Service
Cloudflare (DoH) (4,362)
CloudFlare (4,362)

~ Record Type
Cloud Applications (4,335)
Flow (10)
Morth-South Traffic (6)
SSL Open (6)
S5L Close (5)

2024-08-20 02:58:51.391
2024-08-20 02:58:51.391
2024-08-20 02:58:51.391
2024-08-20 02:58:51.391
2024-08-20 02:58:51.391
2024-08-20 02:58:51.390
2024-08-20 02:58:51.389
2024-08-20 02:58:51.295
2024-08-20 02:58:51.295
2024-08-20 02:58:51.294
2024-08-20 02:58:51.294
2024-08-20 02:58:51.294
2024-08-20 02:58:51.294
2024-08-20 02:58:51.082
2024-08-20 02:58:51.082
2024-08-20 02:58:51.064
2024-08-20 02:58:51.064
2024-08-20 02:58:50.984
2024-08-20 02:58:50.984
2024-08-20 02:58:50.978
2024-08-20 02:58:50.978

Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications
Cloud Applications

CTAPAC360
CTAPAC360
CTAPAC360
CTAPAC360
CTAPAC360
CTAPAC3560
CTAPAC360
CTAPAC3560
CTAPAC360
CTAPAC360
CTAPAC360
CTAPAC360
CTAPAC360
CTAPAC360
CTAPAC3560
CTAPAC360
CTAPAC3560
CTAPAC360
CTAPAC360
CTAPAC360
CTAPAC360

50 = recordsperpage @& Query Packets for All Displayed Records

New Record Query

Mame

Description

10.1.0.138
10.1.0.138
10.1.0.138
10.1.0.138

10.1.0.138
10.1.0.138
10.1.0.138
10.1.0.138
10.1.0.138
10.1.0.138
10.1.0.138

162.159.61.4
162.159.61.4
162.159.61.4
162.159.61.4

Cancel

162.159.61.4
162.159.61.4
162.159.61.4
162.159.61.4
162.159.61.4
162.159.61.4
162.159.61.4

pc2
pc2
pc2
pc2

pc2
pc2
pc2
pc2
pc2
pc2

pc2

Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 02757 67e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 02757 67e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 02757 67e3ffb0000
Device 0275767e3ffb0000
Device 0275767e3ffb0000
Device 02757 67e3ffb0000
Device 0275767e3ffb0000

Records gueried from ExtraHop Cloud Recorc

Preservation



EXTRAHOP

Sensor

Any Sensor -

Refine Results
~ IPv4

10.1.0.138 (58.81 MB)
34.117.35.28 (29.06 MB)
34.117.121.53 {5.96 MB)
170.114.52.2 (3.60 MB)
162.125.83.18 (3.40 MB)
34.149.100.209 (2.56 MB)
142.250.66.196 (1.24 MB)
100.20.76.137 {1.06 MB)
151.101.130.114 {1.04 MB)
69.173.158.92 (1.00 MB)
162.159.61.4 (761.92 KB)
157.240.8.35 (514.59 KB)
104.65.229.95 (498.01 KB)
23.36.49.189 (417.01 KB)
18.143.80.129 (391.88 KB)
45.133.44.3 (340.45 KB)
217.182.178.224 (327.19 KB)
10.1.1.10 (309.70 KB)
3.25.119.134 (278.19KB)
108.156.133.24 (259.28 KB)
+ 163 more

~ IPProtocol

TCP (57.93MB)
UDP (869.39 KB)
ICMP (7.10 KB)
IGMP (5.35 KB)
~ Port

TCP:443 (57.61 MB)
TCP:3062 (29.03 MB)
TCP:3076 (5.07 MB)
TCP:3072 (1.59 MB)
TCP:1827 (1.06 MB)
TCP:3467 (968.64 KB)
TCP:3195 (950.16 KB)
TCP:3068B (885.65 KB)
TCP:3025 (778.31KB)
TCP:3141 (633.91KB)
TCP:3111 (600.71KB)
TCP:3167 (600.62 KB)
TCP:3541 (600.59 KB)
TCP:3087 (600.46 KB)
TCP:3662 (600.37 KB)
TCP:3635 (599.50 KB)
UDP:443 (570.71 KB}
TCP:3661 (567.53 KB)
TCP:3634 (566.33 KB)
TCP:3110 (565.99 KB)
+ 1,084 more

~ VLAN

Untagged (58.67 MB)
6 (49.48 KB)

5 (49.48 KB)

4 (49.48 KB)

RevealX 360

€ New DNS over HTTPS (DoH) Activity

Packet Query

|
From Aug 20, 2:40:00 am
BPF = host 10.1.0.138 X

BPFF v = ~

Time

2024-08-20 02:58:50.958
2024-08-2002:58:50.958
2024-08-20 02:58:50.969
2024-08-20 02:58:50.969
2024-08-2002:58:50.974
2024-08-2002:58:50.976
2024-08-2002:58:50.977
2024-08-20 02:58:50.977
2024-08-20 02:58:50.977
2024-08-2002:58:50.977
2024-08-2002:58:50.977
2024-08-20 02:58:50.977
2024-08-2002:58:50.978
2024-08-2002:58:50.978
2024-08-2002:58:50.978
2024-08-2002:58:50.979
2024-08-20 02:58:50.984
2024-08-20 02:58:50.984
2024-08-20 02:58:50.985
2024-08-2002:58:50.985
2024-08-20 02:58:50.986
2024-08-20 02:58:50.987
2024-08-2002:58:50.987
2024-08-20 02:58:50.987
2024-08-20 02:58:50.988
2024-08-20 02:58:50.993

100 | packet preview

Tue 8/20-02:40 - -
Tue 8/20-02:59 (UTC-4)

SrclP
10.1.0.138
10.1.0.138
35.201.103.21
10.1.0.138
162.159.61.4
162.159.61.4
10.1.0.138
10.1.0.138
162.159.61.4
162.159.61.4
162.159.61.4
10.1.0.138
162.159.61.4
162.159.61.4
10.1.0.138
35.201.103.21
10.1.0.138
10.1.0.138
10.1.0.138
10.1.0.138
10.1.1.10
34.98.75.36
10.1.0.138
10.1.0.138
10.1.1.10
10.1.0.138

Packet Query Results

DstIP
162.159.61.4
162.159.61.4
10.1.0.138
35.201.103.21
10.1.0.138
10.1.0.138
162.159.61.4
35.201.103.21
10.1.0.138
10.1.0.138
10.1.0.138
162.159.61.4
10.1.0.138
10.1.0.138
162.159.61.4
10.1.0.138
162.159.61.4
162.159.61.4
34.98.75.36
10.1.1.10
10.1.0.138
10.1.0.138
34,98.75.36
10.1.1.10
10.1.0.138
34.98.75.36

Overview  Dashboards

75,153 packets

Src Port
3141
3141
443
3679
443
443
3141
3679
443
443
443
3141
443
443
3141
443
3141
3141
3680
52289
53
443
3680
56923
53
3680

Dst Port
443
443
3679
443
3141
3141
443
443
3141
3141
3141
443
3141
3141
443
3679
443
443
443
53
52289
3680
443
53
56923
443

110
155
66
54
89
113
54
717
233
112
307
54
109
233
54
54
110
175
66
86
118
66
54
86
142
713

Detections

Alerts  Assets

Records

Packets

Previewing 100 packets around Aug 20, 2:58:55.104 am

Src MAC

02:41:8B:18:34:8D
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:41:8B:18:34:8D
02:41:8B:18:34:8D
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:41:8B:18:34:8D

Dst MAC

02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:41:8B:18:34:8D
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:75:76:7E:3F:FB

EtherType
1Pvd
1Pv4
1Pvd
1Pvd
1Pvd
1Pvd
1Pv4
1Pvd
1Pvd
1Pvd
1Pvd
1Pvd
1Pvd
1Pvd
1Pv4
1Pvd
1Pvd
1Pvd
1Pvd

IPv4
1Pv4
IPv4
IPv4
IPv4
IPv4

R ul 7

Search...

75,153 packets (58.81 MB)

N Download PCAP + Session Keys .

1
Until Aug 20, 2:59:00 am

VLANID

Preservation




15 Alerts Assets Records Packets

0o ..

75,153 packets (58.81 MB)

| W N i0ad PCAP + Session Ke |.

iewing 100 packets around Aug 20, 2:58:55.104 am

1AC

1:8B:18:34:8D
1:8B:18:34:8D
5:76:7E:3F:FB
1:8B:18:34:8D
5. 76:7E:3F:FB
5:76:7E:3F:FB
1:8B:18:34:8D
1:8B:18:34:8D
5:76:7E:3F:FB

Dst MAC

02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:41:8B8:18:34:8D
02:41:8B:18:34:8D
02:75:76:7E:3F:FB
02:75:76:7E:3F:FB
02:41:8B:18:34:8D

EtherType
IPvd
IPvd
IPvd
IPvd
IPvd
IPvd
IPvd
IPvd
IPvd

VLAN ID

[
Until Aug 20, 2:59:00 am

Download PCAP
Download Session Keys
Extract Files

Preservation




EXTRAHOP

€ LLMNR Activity

Last 3days ~

@ pC2
02:41:8B:18:34:8D » 2406:dalc:267:bc03:13e5:70e8:76e1:6730 » Site:

CTAPAC360
Q, Records @& Packets

Overview
Network
TCP

External Traffic
Cloud Services
Geolocation

AWS

Client Activity
CIFS

DHCP

DNS

FTP

HTTP

Kerberos

MSRPC
SsL

-] PC

Software
Windows B.1
CrowdStrike Falcon

CrowdStrike Integration
View Device in CrowdStrike ('

IP Addresses
2406:dalc:267:bc03:13e5:70e8:76e1:6730
feB0:351f:26a4:633b:f7de

10.1.0.138

Users

pc2%@attack.local
pc2$@attack.local
pc2$@attack.local

Known Aliases
pc2

pci.rx.tours

MAC Address
02:41:8B:18:34:8D
FirstSeen ayearago

LastSeen  justnow

View Groups  Edit Properties

This device is in Advanced Analysis.

Edit Assignments

Assets / Devices / pc2 (CTAPAC360)

Overview Dashboards Detections Alerts Assets Records Packets
ME In MB Out RISK 7
Traffic Detections
Trafficln ~
B — IV S —
Bitrate In
Top ProtocolsIn ~
HTTPS 551:443 DNS H HTTP W udp:443
300Kb/s -
200Kby/s -
100Kby/s -
Current
Current Obss-"——; :
Aug/18 Aug/19
CIFS .
Top Cloud Services In ~
KRB
Zoom Dropbox Google B CrowdStrike W Mozilla Services
LDAP
200Kby/s -
150Kb/s =
DHCP
100Kb/s =
DNS...
SOKbys =
Oby/s -
Aug/18 Aug/19
Sep 2801:03
Top Peers ~
Aug 20 19:21
P Host
170.114.52.2 www.zoom.us through Device 0275767e3fb0000
162.125.83.18 www-env.dropbox-dns.com through Device 027576 7e3ffb0000
172.217.167.68 www.google.com through Device 0275767e3ffb0000
52.10.219.156 Ifedewn01-gyr-maverick.cloudsink.net through Device 0275767e3ffb0000
157.240.8.35 star-mini.c10r.facebook.com through Device 0275767e3ffb0000
142.250.66.1%6 www.google.com through Device 0275767e3ffb0000

TrafficOut ~
i | Bitrate Out
—— Analysis
551:443 DNS u HTTP u CIFS
15Kb/s—
10Kb/s - i
SKb/s-
Ob/s- : . . A
Aug/18 Aug/19 Aug/20
View More L7 Protocols &
Top Cloud Services Out
CrowdStrike AWS CloudWatch Logs Amazon EC2 M Dropbox = Zoom
7.5Kb/s - \/\,\/
SKb/s =
2.5Kb/fs = ;I“
Obss——— ; /
Aug/18 Aug/19 Aug/20
View More Cloud Services &
Bytes In 4 Bytes Out Geolocation
245,121,164 1,090,684 United States
248,151,738 1,491,716 United States
58,407,954 575,408 United States
56,001,586 281,617 Boardman, United States
34,934,973 700,842 Sydney, Australia
30,714,091 320,048 Plainview, United States



view Dashboards Detections Alerts Assets Records Packets
MEB In MEB Out % 7
Traffic Detections
26.2 Kb/s
S _ e _/mf\_"""'
Bitrate In
In -
m HTTPS 55443 DS B HTTF B udped43
ug/18 Aug/19
vices In -
oom Diropbox Google B CrowdStrike B Mozilla Services

» 8

Peer Devices
Traffic Out ~
262 Kb/s
- - - - - e — __________________,.,-r"‘"_/-\‘_ e
Bitrate Out
Top Protocols Out -
m 55L:443 HTTFS DNS B HTTP m CIFS
15Kb/s =
10Kb/s =
SKb/fs =
ﬂb.l'rS- 1 ] ] ] ]
Augf8 Augf19 Augf20

Top Cloud Services Out ~
B CrowdStrike

7.5Kb/s-

AWS CloudWatch Logs Amazon EC2

View More LY Protocols <»

B Dropbox

B foom



RevealX 3&0

L Activity

Last3days ~

Assets / Devices / pc2 (CTAPAC340)

B:34:8D » 2406:dalc:267:bc03:13e5:70eB:76e1:6730 » Site:

0
@ Packets

-] PC

Software

Windaws B.1

CrowdStrike Falcon

CrowdStrike Integration
View Device in CrowdStrike (£

IP Addresses

2406:dalc:267:bc03:13e5:70e8:76e1:6730 Current
feB0::351f:26a4:633b:f74e Current
10.1.0.138 Current
Users

pc2$@attack.local CIFs
pc2f@attack.local KRB
pc2f@attack.local LDAP
Known Aliases

pc2 DHCP
pc2.i.rx.tours DNS...
MAC Address

02:41:8B:18:34:8D

FirstSeen ayear ago Sep 28 01:03
Last Seen  just now Aug 2019:21

View Groups  Edit Properties  Edit Assignments

This device is in Advanced Analysis.

Owverview Dashboards Detections Alerts Assets Records Packets Search...

e L & 7 *8

Traffic Detections Peer Devices

web2.i.rx.tou...
10.1.1.77

web1l.i.rx.tou...
10.1.1.13

JAnalysis

HTTP-SSL, HTTR.SSL

Device 0275...
10.1.0.1

~ OFFENDER
pc2
.1.0.138

dcl.i.rx.tours
10.1.1.10

aws.vpc.ntp

1+ = 8

(7 Go to Activity Map




EXTRAHOP  RevwealX 340 Overview Dashboards Detections Alerts Assets Records Packets
€ LLMNR Activity < [=3das o Record Query Results
Record Type 40k
Any Type 7 0k
| | 20k
FTP
FullHTTP ? A!.lgI 18 6:';)() 12;00 18:()() .A!.lgI 19 6:(I)() 12;00 18:00 Aug 20
HL7 evicempc2 # X
HTTP
HTTP Advanced ﬂ AnyField v || =~
IBMMQ Request Time Record Type Site Client IPv4 Address Server [Pv4 Address  Sender IPv4 Address Receiver IPv4 Add Client {client)
IBMMQ Response 2024-08-2020:14:26.227  Flow CTAPAC360 = = 10.1.1.10 10.1.0.138 =
ICA Close i 2024-08-20 20:14:26.227 Flow CTAPAC360 - - 10.1.0.138 10.1.1.10 -
ICA Open 2024-08-20 20:14:24.211  Flow CTAPAC360 - - 10.1.1.10 10.1.0.138 -
ICA Tick 2024-08-20 20:14:24.211  Flow CTAPAC360 - - 10.1.0.138 10.1.1.10 -
ICMP ] 2024-08-20 20:14:20.697  Flow CTAPAC360 - - feB0::351f:26a4:633b:f7de  ff02:1:3 -
Kerberos Request 2024-08-2020:14:19.211 DNSResponse  CTAPAC360 10.1.0.138 10.1.1.10 = = pc2
Kerberos Response 2024-08-2020:14:19.211 DNSRequest  CTAPAC360 10.1.0.138 10.1.1.10 = = pc2
LDAP Request ] 2024-08-2020:14:19.211  DNS Response CTAPAC360 10.1.0.138 10.1.1.10 - - pec2
LDAP Response 2024-08-2020:14:19.211 DNSRequest  CTAPAC360 10.1.0.138 10.1.1.10 = = pc2
LLMNR Request 2024-08-2020:14:19.140 DNSResponse  CTAPAC360 10.1.0.138 10.1.1.10 - - pc2
LLMNR Response 2024-08-2020:14:19.140 DNSRequest  CTAPAC360 10.1.0.138 10.1.1.10 = = pc2
i T ) 2024-08-2020:14:19.140 DNSResponse  CTAPAC350 10.1.0.138 101.1.10 = = pc2
Memcache Response 2024-08-2020:14:19.140 DNSRequest  CTAPAC360 10.1.0.138 10.1.1.10 = = pc2
Microsoft 365 Directory Audit 2024-08-2020:14:19.078 DNSResponse  CTAPAC360 10.1.0.138 10.1.1.10 = = pc2
Microsoft 345 Risk Event ) 2024-08-2020:14:19.077 DNSRequest  CTAPAC350 10.1.0.138 10.1.1.10 = = pc2
Microsoft 365 Risky User 2024-08-2020:14:19.077 DNSResponse  CTAPAC360 10.1.0.138 10.1.1.10 = = pc2
Microsoft 365 Signins 2024-08-2020:14:19.077 DNSRequest  CTAPAC360 10.1.0.138 10.1.1.10 - - pc2
Modbus 2024-08-20 20:14:18.996 DNS Response CTAPAC360 10.1.0.138 10.1.1.10 - - pc2
MongoDB Request ) 2024-08-2020:14:18995 DNSRequest  CTAPAC350 10.1.0.138 101.1.10 = = pc2
MongoDB Response 2024-08-2020:14:18.995 DNSResponse  CTAPAC360 10.1.0.138 10.1.1.10 = = pc2
MSMQ 2024-08-20 20:14:18.995 DNS Request CTAPAC360 10.1.0.138 10.1.1.10 - - pc2
MSRPC Request ) 2024-08-2020:14:18790 DNSResponse  CTAPAC380 10.1.0.138 10.1.1.10 = = pc2
MSRPC Response 2024-08-2020:14:18.790 DNSRequest  CTAPAC360 10.1.0.138 10.1.1.10 = = pc2
NES 2024-08-20 20:14:18.790  DNS Response CTAPAC360 10.1.0.138 10.1.1.10 - - pc2
2024-08-20 20:14:1R.789  DNS Renusst CTAPAC3A0 1010138 10.1.1.10 = = ne?

SIVIB NEZULIAUON (£55]

0 v recordsperpage @ Query Packets for All Displayed Records

Fields ~

Analysis—~

deLirxtours

- pc2

- pc2
= pc2
dclirtours -
delimtours -
delimctours -
dclinctours -

dcli.ntours -
delimctours -
dclinctours -
dclirtours -
dclirctours -
delimctours -
dclinctours -
dcli.ntours -
delimctours -
dclinctours -
dclirtours -
dclirctours -
delimctours -
dclinctours -
dclirctours -

delimetours -

Records queried from ExtraHop Cloud Recordstore

k=




Documentation

ExtraHop RevealX 360 keeps
records and packets for a
defined amount of time based
on mission requirement.

Records and Packets are
exportable to external platforms
for inclusion into purpose built
reports or for long term storage

EXTRAHOP SECURITY OPERATIONS REPORT

29
Active Devices

+10 since previous week

The number of devices that were active on your network.

33 Service
Zoom

Cloud Services —

+13 since previous week CrovedStrike
Google
Amazon 53
Amazon ECZ

The number of external cloud Facebook

services that sent or received

traffic to devices inyour network.

3

Devices with Endpoint Agents

No change since previous week

The number of devices in your network that have Endpoint
Detection and Response (EDR) software installed.

AUGUST 13 — 20, 2024

4
High Value Devices

Mo change since previous week

The number of devices that provide authentication or
essential services and that have been marked as high value.

In Ot 18

475 ME e Geolocations
£31 MB 383 MB
- v +3 since previous week
231 MB 24ME
232 MB 241 KB
56.8 MB 56 MB
2 ME 188 ME
26 More The number of geolocations that s

received traffic to devices inyourr

4
Hardening Detection Types

+1 since previous week

The number of hardening detection types that were
generated by your ExtraHop system.

Attack Surfa

10
MNew Devices

+10 since previous week

The number of devices that were discovered on your network.

8

Devices Accepting External
Connections

+4 since previous week

The number of devices inyour network that

ent or accepted connections from external

e bwork. endpoints.

12
Active Directory Users

-7 77 since previous week

The number of authenticated Active Directory users on your
network.



Presentation

Phishing
Ti566
12 Detections

Supply Chain Compromise
T11%5

Valid Accounts
Ti078
19 Detections

Scheduled Task/Job
T1053

3 Detections

System Services
T156%9
15 Detections

User Execution
Ti204

‘Windows Management
Instrumentation

T1047

3 Detections

Browser Extensions
T117&
137 Detections

Create Account
T1136

Create or Modify System
Process

T1543

Event Triggered Execution
T1546

External Remote Services
T1133

2 Detections

Hijack Execution Flow
Ti574

Scheduled Task/Job
T1053

3 Detections

Component
T1505

ation

4on Autostart

stor Logon
tialization Scripts:
1037

Create or Modify System

Process
T1543

Event Triggered Execution
Ti546

Exploitation for Privilege
Escalation

T1068
5 Detections

Hijack Execution Flow
T1574

heduled T:
T1053

3 Detections

Valid Accounts
T1078
19 Detections

MITRE Technique

Overview

Offender

Defense Evasion

BITS Jobs
T1197

Build Image on Host
Tis12

Expleitation for Defense
Evasion

Ti211

Hijack Execution Flow
T1574

Impair Defenses
T1562

Indicator Remowal on Host
T1070

Medify Authentication
Process

Obfuscated Files or
Information

T1027

Rogue Domain Controller
T1207

Signed Binary Proxy
Execution
Tiz218

Subvert Trust Controls
T1553

Dashboards Detections Alerts Assets Records Packets
Victim Assignee ® Site More...
Credential Access Discovery Lateral Movement

Brute Force

T1110
20 Detections

Credentials from
Password Stores

T1555

Exploitation for
Credential Access

Ti2iz

Forced Authentication
T1187

Marr-in-the-Middle
T1557

10 Detections

Madify Authentication
Process
Ti556

MNetwork Sniffing
T1040
11 Detections

05 Credential Dumping
T1003

2 Detections

Steal or Forge
Authentication
Certificates
T164%

Steal or Forge Kerberos
Tickets

T1558
6 Detections

Unsecured Credentials
Ti552

Account Discovery
T1087

10 Detections

Cloud Service Discovery
T1526

Domain Trust Discovery
T1482

File and Directory
Discovery
T1083

Group Policy Discovery
T1615

MNetwork Service Scanning
T1046

9 Detections

MNetwork Share Discovery
T1135

3 Detections

MNetwork Sniffing
T1040
11 Detections

Password Policy
Discovery
Ti201

Permission Groups
Discovery
T106%

Query Registry
Ti012

Remote System Discovery
T1018

3 Detections

Exploitation of Remote
Services

T1210

15 Detections

Lateral Tool Transfer
T1570

10 Detections

Remote Services
Ti021
23 Detections

Taint Shared Content
T1080
10 Detections

Use Alternate

Authentication Material

T1550
4 Detections

Collection

Archive Collected Data
T1560

Data from Cloud Storage
Object
T1530

Data from Configuration

Data from Information
Repositories
Ti213

4 Detections

Data from Local System
Ti005

2 Detections

Email Collection
T1114

Man-in-the-Middle
T1557
10 Detections

Exfiltration

Automated Exfiltration
T1020

5 Detections

Data Transfer Size Limits
T1030

8 Detections

Exfiltration Over
Alternative Protocol

Ti048

8 Detections

Exfiltration Over C2
Channel

Ti041
8 Detections

Exfiltration Over Other
Network Medium

Ti011
5 Detections

Exfiltration Over Web
Service

T1567

5 Detections

Scheduled Transfer
T102%
142 Detections

Transfer Data to Cloud
Account

T1537

Search...

(R ul 7 s

Command and Control

Application Layer Protocol
T1071

443 Detections

Data Encoding
T1132

145 Detections

Data Obfuscation
Ti001
145 Detections

Dynamic Resolution
T1568

8 Detections

Encrypted Channel
T1573
151 Detections

Fallback Channels
T1008
145 Detections

Ingrass Tool Transfer
T1105

4 Detections

Multi-5tage Channels
Tii04
145 Detections

Mon-Application Layer
Protocol

T1095

3 Detections

MNon-5tandard Port
T1571

138 Detections

Protocol Tunneling
T1572

Impact

Account Access Removal

T1531
3 Detections

Data Destruction
T1485

Data Encrypted for Impact
T1486

3 Detections

Endpeint Denial of Service
T145%%9

2 Detections

Inhibit System Recovery
T14%0

Network Denial of Service
Ti498
2 Detections

Resource Hijacking
T14%56

10 Detections

System Shutdown/Reboot
Ti529

2 Detections
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Detections / Investigations

¥ August Incident - Ongoing

SUMMARY ATTACK MAP

Attack Categories

Detections
10 detections linked in this investigation

Aug 20 16:51 « 4 hours ago

Data Exfiltration

2. winserver-prodlpatchtuesdays.com £ 162.125.1.14

Aug 20 16:34 ¢ 4 hours ago
NTLM Relay Attack
EXPLOITATION

-®. webserver-00.patchtuesdays.com £} 2 Victims

Aug 20 16:30 * 4 hours ago

CVE-2021-34527 Windows Print Spooler Exploit Attempt

>.< webserver-00.patchtuesdays.com —(f} winserver-prod1.patchtuesdays.com

Aug 20 16:10 * 4 hours ago
LDAP SPN Scan

A\NCE

8. webserver-00.patchtuesdays.com —’f} winserver-prod.patchtuesdays.com

!

Aug 20 16:10 e 4 hours ago

4 0 BloodHound Enumeration Activity
Y RECONNAISSANCE
% webserver-00.patchtuesdays.com £:} winserver-prod.patchtuesdays.com

A M AALNN a A hruire aan

Overview Dashboards Detections Assets Records Packets

Command & Control

Participants
7 participants linked in this investigation

External Endpoints

203.0.11342
External Endpoint

@ 162.125.1.14
content.dropboxapi.com
External Endpoint

High Value Devices

winserver-prod.patchtuesdays.com
10.22.11.22

Recurring Participants

webserver-00.patchtuesdays.com
10.22.96.18

winserver-prod1.patchtuesdays.com
10.22.96.4

winserver-prod1.patchtuesdays.com
10.22.964

adcs-00.patchtuesdays.com
10.22.96.9

Search... m # 9 1:427)'}33

Created By ExtraHop

Created 29 minutes ago

Last Updated 29 minutes ago

Investigation ID 1
0 Reconnaissance 2 Exploitation 3 Lateral Movement 0 Actions on Objective 2

Status and Response Actions
Last edited by ExtraHop on Aug 20 20:00

Status Assessment Assignee

o OPEN Undecided Unassigned

Notes

Presentation




Forensics

Presentation

Summarize and
explain the
conclusions of
completed or
ongoing analysis

Documentation

Comprehensive records to
include a detailed
accounting of actions

Identification

N etWO r k Full coverage of your

entire ecosystem
regardless of
infrastructure

Preservation

Isolate, Secure, and
Preserve data to prevent
tampering or deletion

O

Packet Data Augments
and Improves your Data
Forensics Processes.

Look at the Network, not
just the Host or the Log.

Analysis

Examination and
interpretation of the
preserved activity or
data
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Q&A

Thank You for Attending This Session

Please AskYour Questions in Slacg
#2a solutions -questions - for ou{;m_.u-
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ITDR and Al: A Sympatico Relationship

\\l"

Jeff Carpenter, CISSP, CCSP
Delinea
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What you will hear today

During this session, you will learn:

The fundamental capabilities of Identity
Threat Detection and Response (ITDR).

How artificial intelligence (Al) is aiding in
both preventing identity-related attacks and
remediating them shortly after they happen

Discuss how D e | | mseuwian $ Identity
Threat Protection is helping organizations
lower their risk of the identity compromise

delinea.com 51



The Challenge: Identity is the Leading Attack Vector

Nrhreat actors continue to take advantage

of assets with default, simplistic and easily

guessable credentials via brute forcing The 2024
DBIRis here.

them, buying them or reusing them from T

Pprevi ous Db ®aoBRpagss2 0

What are we doing about it?

delinea.