
Welcome to Day 1 of the 
DFIR Summit 

Solutions Track 2024!

Thank you for joining us.



SANS strives to create an atmosphere of learning, growth, and community. We 
value the participation and input, in this event and in the industry, of people of 
all genders, sexual identities, cultural and socioeconomic backgrounds, races, 
ethnicities, nationalities, religions, and ages. 

Please support this atmosphere with respectful behavior and speech. This 
applies to all online interactions including the event Slack channel and in 
Zoom. 

If you witness or experience anything contrary to these guidelines, please tell 
us at: conduct @sans.org

Code of Conduct

mailto:forums@sans.org
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Time (MDT) Session Details

10:00am Event Kickoff & Introduction
Jason Jordaan, SANS

10:10am Level Up Player One! - Use of AI technology for accelerating alert summarization and context 
generation
Vincent Stoffer , Corelight

10:45am Agentless Source of Truth: Using Your Network to Identify and Investigate System Intrusions
Rob Mathieson, ExtraHop

11:20am Identity Threat Protection and AI: A Sympatico Relationship
Jeff Carpenter, Delinea

11:55am BREAK

12:10pm Responding to Pikabot : Gotta Evade'em All
Emre Güler, VMRay

12:45pm Reducing Third-Party Application Risks: Shifting Correctly
Sasiel Saadon & Mike Cioffi, Vorlon 

1:20pm Event Recap & Closing Remarks
Jason Jordaan, SANS



Converse with fellow attendees, invited 
speakers, and the SANS staff here:

Join Us on Slack!

summiturl.com/summit -slack

Q&A
Questions for our speakers? All questions 
should be submitted via Slack. Drop them 
in this channel:

#2a-solutions -questions -for -speakers

Channels to Watch:
#01-announcements

#1b-summit -resources

#2-solutions -track-discussion

Need Help?
#0-help

Code of Conduct:
#00-report -conduct

https://summiturl.com/summit-slack


Thank You to Our 
DFIR Summit Sponsors



Level Up Player One! 
- Use of AI technology for accelerating alert 

summarization and context generation

Vincent Stoffer
 Senior Director of Product Management, Corelight

#2a-solutions -questions -for -speakers
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Player One!
Use of AI (LLM) technology 
for accelerating alert 
summarization and context 
generation
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whoami

ǒ Sr. Director of Product Management at Corelight
ǒ Focused on detections + analytics
ǒ 20+ years security & network engineering
ǒ Zeek enthusiast
ǒ Jazz keyboardist
ǒ CISSP, GCIA, GCIH

@@vstoffer www.linkedin.com/in/vincent -stoffer -07057827

http://www.linkedin.com/in/vincent-stoffer-07057827
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Agenda

ǒ The Challenges
ǒ The Corelight Investigator approach

ƺ Natural language alert review + validation  for Suricata alerts
ǒ Limitations encountered
ǒ Next steps and future work

ƺ Additional metadata for alert categorization 
(e.g. Mitre ATT&CK coverage) 

ƺ Alert Assessment
ƺ Summarizing Zeek data for supporting context 

ǒ Q&A



corelight.com
10

The Challenges

ǒ Diverse set of data and alerts
ƺ Zeek, Suricata, ML, search-based

ǒ Sophisticated users -> less sophisticated
ƺ Level up our analysts!

ǒ Effective & responsible use of LLM with our customerɅs data?
ǒ What is the range of applications and their effectiveness for LLM?
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Investigator users 
rate responses and 
request new 
prompts directly to 
Corelight 
Researchers 
through the UI

4

Corelight researchers 
develop and test prompts 
that deliver alert-specific 
insights, guidance, and 
potential mitigations with 
reasonable accuracy
 

Corelight Researchers

1

Investigator

Vetted GPT prompts 
are loaded into the 
Open NDR platform 
and available to 
Investigator 
customers

2

Customer SOC

Corelight customers get AI-
driven insights directly in 
alert triage workflow with 
no direct access to GPT 
required

3
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GPT integration for enhanced alert review and validation
Suricata Rule
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GPT integration for enhanced alert review and validation
Suricata Rule Description

Generated by 
GPT
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GPT integration for enhanced alert review and validation
Suricata Rule Description
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GPT integration for enhanced alert review and validation
Ask GPT about a ML/notice/Suricata alert

Ask GPT
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Limitations Encountered

ǒ Summaries are good - detections not so much
ǒ Validation is tough - random sampling, user feedback critical
ǒ Prompt engineering takes time and LOTS of experimentation
ǒ Landscape is changing rapidly (e.g. micro models)
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Next steps and future work

ǒ What is the best model 
for further LLM use cases?

ǒ ɈCrossing the bridgeɉ 
with customer data

ǒ Next steps:
ƺ Adding rule context (MITRE ATT&CK)
ƺ Alert Assessment
ƺ Log summarization + correlation
ƺ Generating SIEM queries for faster triage
ƺ Ensembling/correlation of multiple alert types
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Adding Rule Context -
 MITRE ATT&CK 

Rules fed to GPT with heavily 
engineered prompt add in reference 
and contextual details like ATT&CK 
TTPs and, most importantly, reasons 
for their classification.

Tested against existing classifications 
has shown GPT was wrong about 8% 
of the time.

LLM Response :

"mitre_phase": "Command and Control",
  "mitre_tactic_name": "Command and Control",
  "mitre_tactic_number": "TA0011",
  "mitre_technique_name": "Standard Application Layer Protocol",
  "mitre_technique_number": "T1071",
  "attack_reason": "The Suricata rule detects a specific pattern of 
HTTP traffic that is consistent with a command and control (C2) 
beacon used by the Covenant C2 framework. The rule looks for HTTP 
GET requests to URIs with a specific pattern and without certain 
HTTP headers, which can indicate an attempt to communicate with a 
C2 server using common web protocols to blend in with normal 
traffic, a method characteristic of the 'Standard Application Layer 
Protocol' technique."

Prompt with rule 

details

rule: 
alert http $HOME_NET any - > $EXTERNAL_NET any (msg:"CORELIGHT 
LATERAL Covenant C2 Framework HTTP Beacon (default C2 profile)"; 
flow:established,to_server; http.method; content:"GET"; http.uri; 
content:"/en - us/"; startswith; 
pcre:"/^(?:index.html \ ?page=|docs.html \ ?type=|test.html \ ?message=)[0
- 9a- zA- Z]{10}&v=1$/R"; http.header_names; content:!"Referer"; 
content:!"Accept"; reference:url, github.com/cobbr/Covenant ; 
classtype:trojan - activity; sid:3000106; rev:1; 
metadata:mitre_tool_id S0002, mitre_tactic_id TA0011, 
mitre_technique_id T1132;)

http://github.com/cobbr/Covenant
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Alert Assessment

Alerts fed to GPT with heavily 
engineered prompt to provide 
assessment of risk value, certainty, 
and rationale.

LLM Response :

**Risk Assessment:**
-  **Risk Value:** 9/10
-  **Percent Certainty of Analysis:** 95%
-  **Rationale:**
-  The combination of DCE - RPC service control 
operations and the use of ADMIN$ share to execute a 
known tool like PsExec.exe strongly suggests that 
this is not a benign activity but a remote 
execution attempt. The operations performed are 
typical of an attacker gaining execution capability 
on a remote system to perform lateral movement or 
maintain persistence.
-  The geographical context and the unexpected 
external control of internal resources elevate the 
risk and likelihood of this being a true positive 
for a remote execution attack.
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Log Summarization + Correlation - raw logs

{"#logtype":"etc_viz","#path":"etc_viz","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"lvuA76qZNQ5OQ34k4cSRly8Y_5_2_1724051789","@ingesttimestamp":"1724051879316","@rawstring":"{\n  \"c2s_viz.size\": 721,\n  \"server_p\": 80,\n  \"_write_ts\": \"2024-08-

19T07:16:29.779872Z\",\n  \"s2c_viz.size\": 155,\n  \"s2c_viz.enc_frac\": 0,\n  \"_path\": \"etc_viz\",\n  \"c2s_viz.enc_frac\": 0.7142857142857143,\n  \"c2s_viz.clr_frac\": 0.14285714285714285,\n  \"s2c_viz.enc_dev\": -1,\n  \"s2c_viz.clr_frac\": 1,\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  

\"s2c_viz.clr_ex\": \"Content-Type: application/octet-stream\",\n  \"c2s_viz.clr_ex\": \"Host: 17m4oq6jngoka7zxtoq1taebe1.com\",\n  \"viz_stat\": \"c\",\n  \"c2s_viz.enc_dev\": 0.5664705542999467,\n  \"_system_name\": \"sacramento\",\n  \"c2s_viz.pdu1_enc\": false,\n  \"server_a\": 

\"82.165.38.206\",\n  \"service\": [],\n  \"s2c_viz.pdu1_enc\": false,\n  \"ts\": \"2024-08-19T07:11:29.678606Z\"\n}","@timestamp":"1724051789779","@timestamp.nanos":"872000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-19T07:16:29.779872Z","c2s_viz.clr_ex":"Host: 

17m4oq6jngoka7zxtoq1taebe1.com","c2s_viz.clr_frac":"0.14285714285714285","c2s_viz.enc_dev":"0.5664705542999467","c2s_viz.enc_frac":"0.7142857142857143","c2s_viz.pdu1_enc":"false","c2s_viz.size":"721","s2c_viz.clr_ex":"Content-Type: application/octet-

stream","s2c_viz.clr_frac":"1","s2c_viz.enc_dev":"-1","s2c_viz.enc_frac":"0","s2c_viz.pdu1_enc":"false","s2c_viz.size":"155","server_a":"82.165.38.206","server_p":"80","ts":"2024-08-19T07:11:29.678606Z","uid":"CMPkeD1ygZxmOydEtj","viz_stat":"c"}

{"#logtype":"conn","#path":"conn","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"SIdkaHzxJeUU3bNZt8wxh0f9_377_80_1724051789","@ingesttimestamp":"1724051852188","@rawstring":"{\n  \"resp_pkts\": 6,\n  \"corelight_shunted\": false,\n  \"id.resp_p\": 80,\n  

\"resp_cc\": \"DE\",\n  \"spcap.url\": \"https://tme-smartpcap.training.corelight.io/spcap/v1/?uid=CMPkeD1ygZxmOydEtj\",\n  \"spcap.trigger\": \"all-unencrypted\",\n  \"suri_ids\": [\"SmFhdrRGaDXi\"],\n  \"duration\": 0.0156710147857666,\n  \"local_resp\": false,\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  

\"community_id\": \"1:JpiBPscQKwvPtd9MkLRGP4v6Gls=\",\n  \"conn_state\": \"SF\",\n  \"id.resp_h_name.src\": \"DNS_A\",\n  \"id.orig_h\": \"10.0.2.19\",\n  \"id.resp_h\": \"82.165.38.206\",\n  \"id.orig_p\": 1048,\n  \"resp_ip_bytes\": 399,\n  \"orig_bytes\": 720,\n  \"local_orig\": true,\n  \"_write_ts\": 

\"2024-08-19T07:16:29.779872Z\",\n  \"orig_ip_bytes\": 980,\n  \"orig_pkts\": 6,\n  \"_path\": \"conn\",\n  \"missed_bytes\": 0,\n  \"history\": \"ShDadFfT\",\n  \"tunnel_parents\": [\"Cq1PPgs6bafnc8gt4\"],\n  \"id.resp_h_name.vals\": [\"17m4oq6jngoka7zxtoq1taebe1.com\"],\n  \"spcap.rule\": 1,\n  

\"resp_bytes\": 155,\n  \"resp_l2_addr\": \"52:54:00:12:35:02\",\n  \"_system_name\": \"sacramento\",\n  \"proto\": \"tcp\",\n  \"orig_l2_addr\": \"08:00:27:96:9e:33\",\n  \"ts\": \"2024-08-

19T07:11:29.678606Z\"\n}","@timestamp":"1724051789779","@timestamp.nanos":"872000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-

19T07:16:29.779872Z","community_id":"1:JpiBPscQKwvPtd9MkLRGP4v6Gls=","conn_state":"SF","corelight_shunted":"false","duration":"0.0156710147857666","history":"ShDadFfT"," id.orig_h":"10.0.2.19","id.orig_p":"1048","id.resp_h":"82.165.38.206"," id.resp_h_name.src":"DNS_A","id.resp_h_na

me.vals[0]":"17m4oq6jngoka7zxtoq1taebe1.com","id.resp_p":"80","local_orig":"true","local_resp":"false","missed_bytes":"0","orig_bytes":"720","orig_ip_bytes":"980","orig_l2_addr":"08:00:27:96:9e:33","orig_pkts":"6","proto":"tcp","resp_bytes":"155","resp_cc":"DE","resp_ip_bytes":"399","resp_l2_add

r":"52:54:00:12:35:02","resp_pkts":"6","spcap.rule":"1","spcap.trigger":"all-unencrypted","spcap.url":"https://tme-smartpcap.training.corelight.io/spcap/v1/?uid=CMPkeD1ygZxmOydEtj","suri_ids[0]":"SmFhdrRGaDXi","ts":"2024-08-

19T07:11:29.678606Z","tunnel_parents[0]":"Cq1PPgs6bafnc8gt4","uid":"CMPkeD1ygZxmOydEtj"}

{"#logtype":"suricata_corelight","#path":"suricata_corelight","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"AzL96dqMelMAVlFD7T1CK1Nv_16_45_1724051489","@ingesttimestamp":"1724051604562","@rawstring":"{\n  \"alert.severity\": 3,\n  \"id.orig_p\": 1048,\n  

\"alert.category\": \"Unknown Traffic\",\n  \"pcap_cnt\": 0,\n  \"id.resp_p\": 80,\n  \"_write_ts\": \"2024-08-19T07:11:29.689355Z\",\n  \"suri_id\": \"SmFhdrRGaDXi\",\n  \"_path\": \"suricata_corelight\",\n  \"tx_id\": 0,\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  \"community_id\": 

\"1:JpiBPscQKwvPtd9MkLRGP4v6Gls=\",\n  \"alert.gid\": 1,\n  \"alert.signature\": \"ET HUNTING Suspicious Empty Accept-Encoding Header\",\n  \"_system_name\": \"sacramento\",\n  \"alert.rev\": 2,\n  \"payload\": 

\"AAAAAAAAAAAAAAAAdXBkYXRlYyBIVFRQLzEuMQ0KSG9zdDogMTdtNG9xNmpuZ29rYTd6eHRvcTF0YWViZTEuY29tDQpBY2NlcHQtRW5jb2Rpbmc6DQpDb25uZWN0aW9uOiBjbG9zZQ0KQ29udGVudC1MZW5ndGg6IDU5Mg0KDQqtCjbpsApsd919jaC9Q0J7zl3x2tajqMPEQ7BRUFDhJKHl

1gc+pa4O6hHc47zftYd8B1wrula3c6Sfyb3ucoEBhnHnQUEQuWQAPUCBErXd6Yb729h6CEkAyGtTPOfGoDNt97nG4FFku2MONmrybYWU4bSf8Jwnl5JaeLRFSgv7opcdveTpCCV3mofNRuI9VoRk2FIB6W+/gdZCIa+57SmQEdAk6HE5rvUwIdRlAnifU5aPW625+OmdxdJPizrRRHMi6taOab6a+2bU4n

b21+GjCErBewVth6sfrdqI7VjybUT7gYhUPDshXfHjyJ7ESRTyVo2ERfsxZkxgn+SToo4Rc1Af+Xpu0/ce77cnfIL5zVIguiyJyf7w0haYqVUflcfrjGKgkIo+UIfJcXlfqL7Tt2Wb5R4mPJyvzhnOxg3UqyqSrhiH7W3bqt7FDPwjY69+khGq9EWML0AXSfyAoma1nCqdrkETJBpCOTUmD/zypgZhDPQFKGTKbsSVT

FQRoc1HAYOm58xSHPlI1S62pjb6dAp0gtzyotKJKtfpB890a0jjVHLocp8Limz4qqPEqO1Y/R5f0syvVRuz1aBDH+R4TTp4TRo3GPvFnCdzdeGCPB1TxN5pVf8O9WtGAo3b/AHxiwo+V7wXN2hWPma83NzR+06ZkbTUBy3IfRuJyZ0IeA6nuK9MI7O/arH4o9ZW1orjq2fki8OBZzVZ1OvqcJHdUU2JG7Mmoj

6S+rB1IsKejgIlSbBOgn/VwDCdKIqGW84FLhCpJhlP3V2up9t+z4mg\",\n  \"service\": \"http\",\n  \"flow_id\": 387953236334510,\n  \"alert.signature_id\": 2043026,\n  \"id.orig_h\": \"10.0.2.19\",\n  \"alert.action\": \"allowed\",\n  \"ts\": \"2024-08-19T07:11:29.688966Z\",\n  \"id.resp_h\": 

\"82.165.38.206\",\n  \"alert.metadata\": [\n    \"created_at:2022_12_28\",\n    \"deployment:Perimeter\",\n    \"performance_impact:Moderate\",\n    \"signature_severity:Minor\",\n    \"updated_at:2023_05_02\"\n  

]\n}","@timestamp":"1724051489689","@timestamp.nanos":"355000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-19T07:11:29.689355Z","alert.action":"allowed","alert.category":"Unknown 

Traffic","alert.gid":"1","alert.metadata[0]":"created_at:2022_12_28","alert.metadata[1]":"deployment:Perimeter","alert.metadata[2]":"performance_impact:Moderate","alert.metadata[3]":"signature_severity:Minor","alert.metadata[4]":"updated_at:2023_05_02","alert.rev":"2","alert.severity":"3","alert.sign

ature":"ET HUNTING Suspicious Empty Accept-Encoding 

Header","alert.signature_id":"2043026","community_id":"1:JpiBPscQKwvPtd9MkLRGP4v6Gls=","flow_id":"387953236334510","id.orig_h":"10.0.2.19","id.orig_p":"1048"," id.resp_h":"82.165.38.206","id.resp_p":"80","payload":"AAAAAAAAAAAAAAAAdXBkYXRlYyBIVFRQLzEuMQ0KSG9zdDogMTdt

NG9xNmpuZ29rYTd6eHRvcTF0YWViZTEuY29tDQpBY2NlcHQtRW5jb2Rpbmc6DQpDb25uZWN0aW9uOiBjbG9zZQ0KQ29udGVudC1MZW5ndGg6IDU5Mg0KDQqtCjbpsApsd919jaC9Q0J7zl3x2tajqMPEQ7BRUFDhJKHl1gc+pa4O6hHc47zftYd8B1wrula3c6Sfyb3ucoEBhnHnQUEQuWQAPUCBE

rXd6Yb729h6CEkAyGtTPOfGoDNt97nG4FFku2MONmrybYWU4bSf8Jwnl5JaeLRFSgv7opcdveTpCCV3mofNRuI9VoRk2FIB6W+/gdZCIa+57SmQEdAk6HE5rvUwIdRlAnifU5aPW625+OmdxdJPizrRRHMi6taOab6a+2bU4nb21+GjCErBewVth6sfrdqI7VjybUT7gYhUPDshXfHjyJ7ESRTyVo2ERfsxZk

xgn+SToo4Rc1Af+Xpu0/ce77cnfIL5zVIguiyJyf7w0haYqVUflcfrjGKgkIo+UIfJcXlfqL7Tt2Wb5R4mPJyvzhnOxg3UqyqSrhiH7W3bqt7FDPwjY69+khGq9EWML0AXSfyAoma1nCqdrkETJBpCOTUmD/zypgZhDPQFKGTKbsSVTFQRoc1HAYOm58xSHPlI1S62pjb6dAp0gtzyotKJKtfpB890a0jjVHLocp8Lim

z4qqPEqO1Y/R5f0syvVRuz1aBDH+R4TTp4TRo3GPvFnCdzdeGCPB1TxN5pVf8O9WtGAo3b/AHxiwo+V7wXN2hWPma83NzR+06ZkbTUBy3IfRuJyZ0IeA6nuK9MI7O/arH4o9ZW1orjq2fki8OBZzVZ1OvqcJHdUU2JG7Mmoj6S+rB1IsKejgIlSbBOgn/VwDCdKIqGW84FLhCpJhlP3V2up9t+z4mg","pcap

_cnt":"0","service":"http","suri_id":"SmFhdrRGaDXi","ts":"2024-08-19T07:11:29.688966Z","tx_id":"0","uid":"CMPkeD1ygZxmOydEtj"}

{"#logtype":"http","#path":"http","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"wGwt7RHNdl1ptBbcBxlwVoUJ_25_194_1724051489","@ingesttimestamp":"1724051593573","@rawstring":"{\n  \"id.orig_p\": 1048,\n  \"status_code\": 200,\n  \"request_body_len\": 0,\n  

\"id.resp_p\": 80,\n  \"_write_ts\": \"2024-08-19T07:11:29.688375Z\",\n  \"server_headers\": [\n    \"Server:nginx/1.6.2\",\n   \"Date:Wed, 17 Dec 2014 14:23:35 GMT\",\n    \"Content-Type:application/octet-stream\",\n    \"Content-Length:0\",\n    \"Connection:close\"\n  ],\n  \"_path\": \"http\",\n  

\"version\": \"1.1\",\n  \"tags\": [],\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  \"trans_depth\": 1,\n  \"_system_name\": \"sacramento\",\n  \"status_msg\": \"OK\",\n  \"id.orig_h\": \"10.0.2.19\",\n  \"response_body_len\": 0,\n  \"ts\": \"2024-08-19T07:11:29.688375Z\",\n  \"id.resp_h\": 

\"82.165.38.206\"\n}","@timestamp":"1724051489688","@timestamp.nanos":"375000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-

19T07:11:29.688375Z","id.orig_h":"10.0.2.19","id.orig_p":"1048","id.resp_h":"82.165.38.206","id.resp_p":"80","request_body_len":"0","response_body_len":"0","server_headers[0]":"Server:nginx/1.6.2","server_headers[1]":"Date:Wed, 17 Dec 2014 14:23:35 GMT","server_headers[2]":"Content-

Type:application/octet-stream","server_headers[3]":"Content-Length:0","server_headers[4]":"Connection:close","status_code":"200","status_msg":"OK","trans_depth":"1","ts":"2024-08-19T07:11:29.688375Z","uid":"CMPkeD1ygZxmOydEtj","version":"1.1"}

{"#logtype":"weird","#path":"weird","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"bEplkBf52nSGR8TlOYmkhWCP_7_10_1724051489","@ingesttimestamp":"1724051604842","@rawstring":"{\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  \"id.orig_p\": 1048,\n  

\"_system_name\": \"sacramento\",\n  \"id.resp_p\": 80,\n  \"_write_ts\": \"2024-08-19T07:11:29.683393Z\",\n  \"name\": \"line_terminated_with_single_CR\",\n  \"id.orig_h\": \"10.0.2.19\",\n  \"_path\": \"weird\",\n  \"source\": \"CONTENTLINE\",\n  \"ts\": \"2024-08-19T07:11:29.683393Z\",\n  

\"id.resp_h\": \"82.165.38.206\",\n  \"notice\": false\n}","@timestamp":"1724051489683","@timestamp.nanos":"393000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-

19T07:11:29.683393Z","id.orig_h":"10.0.2.19","id.orig_p":"1048","id.resp_h":"82.165.38.206","id.resp_p":"80","name":"line_terminated_with_single_CR","notice":"false","source":"CONTENTLINE","ts":"2024-08-19T07:11:29.683393Z","uid":"CMPkeD1ygZxmOydEtj"}

{"#logtype":"weird","#path":"weird","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"bEplkBf52nSGR8TlOYmkhWCP_7_9_1724051489","@ingesttimestamp":"1724051604842","@rawstring":"{\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  \"id.orig_p\": 1048,\n  

\"_system_name\": \"sacramento\",\n  \"id.resp_p\": 80,\n  \"_write_ts\": \"2024-08-19T07:11:29.682404Z\",\n  \"name\": \"bad_HTTP_request_with_version\",\n  \"id.orig_h\": \"10.0.2.19\",\n  \"_path\": \"weird\",\n  \"source\": \"HTTP\",\n  \"ts\": \"2024-08-19T07:11:29.682404Z\",\n  \"id.resp_h\": 

\"82.165.38.206\",\n  \"notice\": false\n}","@timestamp":"1724051489682","@timestamp.nanos":"404000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-

19T07:11:29.682404Z","id.orig_h":"10.0.2.19","id.orig_p":"1048","id.resp_h":"82.165.38.206","id.resp_p":"80","name":"bad_HTTP_request_with_version","notice":"false","source":"HTTP","ts":"2024-08-19T07:11:29.682404Z","uid":"CMPkeD1ygZxmOydEtj"}
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Log Summarization + Correlation

Logs fed to GPT with heavily 
engineered prompt to provide 
summarization and automated 
confirmation of alert.

LLM Response :

"The logs reveal a sequence of network activities involving a client 
with IP 10.0.2.19 and a server at 82.165.38.206, communicating over HTTP 
on port 80. Notably, the server is linked to a suspicious domain 
(17m4oq6jngoka7zxtoq1taebe1.com), as identified in the DNS resolution 
logs and further interactions logged under the connection and HTTP logs. 
The connection was established successfully with a normal termination 
(state SF), and the traffic included both encrypted and unencrypted data 
exchanges. The HTTP log entries indicate that the server responded with 
a status code 200 and content - type as application/octet - stream, which 
could be indicative of binary or non - standard text data being 
transferred, often a red flag for data exfiltration or malware 
distribution.

Additionally, a Suricata alert was triggered for ""Suspicious Empty 
Accept - Encoding Header,"" a tactic often used to evade standard security 
detection mechanisms that rely on typical header presence. The alert was 
categorized under ""Unknown Traffic"" with a minor severity, but such 
anomalies are crucial for security analysts as they can indicate 
attempts to exploit less commonly monitored aspects of HTTP traffic. 
Moreover, the presence of ""weird"" logs, such as 
""line_terminated_with_single_CR"" and 
""bad_HTTP_request_with_version,"" suggests non - standard HTTP practices 
which could either be a result of configuration errors or deliberate 
obfuscation attempts by malicious actors. These logs collectively 
suggest a need for further investigation into the nature of the data 
being transmitted and the intent behind these irregularities."
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Q&A

Thank You for Attending This Session

Please Ask Your Questions in Slack:
#2a-solutions -questions -for -speakers



Agentless Source of Truth: 
Using Your Network to Identify and 

Investigate System Intrusions

Rob Mathieson
Director, Public Sector Sales Engineering, ExtraHop

#2a-solutions -questions -for -speakers



Agentless Source Of 
Truth

Using Your Network Data to 
Identify and Investigate System 

Intrusions | August 2024



Network Forensics
Focuses On

Data transmitted over networks

Examination of live and historical data

Patterns and Behavioral Observation

Event Reconstruction

Network Forensics is more 
than just packets and 

signatures



Five 
Process 
Points Isolate, Secure, and 

Preserve data to prevent 
tampering or deletion

Identification

Presentation

Preservation

Analysis

Documentation

Examination and 
interpretation of the 
preserved activity or 
data

Full coverage of your 
entire ecosystem 

regardless of 
infrastructure

Summarize and 
explain the 

conclusions of 
analysis

Comprehensive records to 
include a detailed 

accounting of actions



Identification



Identification



Identification



Preservation



Preservation



Preservation



Preservation



Preservation



Analysis



Analysis



Analysis



Analysis



Documentation

ExtraHop RevealX 360 keeps 

records and packets for a 

defined amount of time based 

on mission requirement.

Records and Packets are 
exportable to external platforms 

for inclusion into purpose built 

reports or for long term storage



Presentation



Presentation

August Incident - Ongoing



Network 
Forensics

Isolate, Secure, and 
Preserve data to prevent 
tampering or deletion

Identification

Presentation

Preservation

Analysis
Documentation Examination and 

interpretation of the 
preserved activity or 
data

Full coverage of your 
entire ecosystem 

regardless of 
infrastructure

Summarize and 
explain the 

conclusions of 
completed or 

ongoing analysis

Comprehensive records to 
include a detailed 

accounting of actions

Packet Data Augments 

and Improves your Data 

Forensics Processes.

Look at the Network, not 

just the Host or the Log.
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Rob Mathieson
SE Director ҭ Public Sector
RobertMA@ExtraHop.com

Extrahop.com/demo



Q&A

Thank You for Attending This Session

Please Ask Your Questions in Slack:
#2a-solutions -questions -for -speakers



Identity Threat Protection and AI: 
A Sympatico Relationship

Jeff Carpenter
Principal Product Marketing Manager, Delinea

#2a-solutions -questions -for -speakers
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ITDR and AI: A Sympatico Relationship

Weôre so glad youôre here! 

Jeff Carpenter, CISSP, CCSP
Delinea
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What you will hear today

During this session, you will learn:

Å The fundamental capabilities of Identity 

Threat Detection and Response (ITDR).

Å How artificial intelligence (AI) is aiding in 

both preventing identity-related attacks and 

remediating them shortly after they happen

Å Discuss how Delineaôs solution ï Identity 

Threat Protection is helping organizations 

lower their risk of the identity compromise
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The Challenge: Identity is the Leading Attack Vector

ñThreat actors continue to take advantage 

of assets with default, simplistic and easily 

guessable credentials via brute forcing 

them, buying them or reusing them from 

previous breaches.ò ï 2024 DBIR page 42

What are we doing about it?



85%
of cyberattacks start with a compromised endpoint

Source: SANS Institute



Infrastructure-as-a-Service (IaaS)

The rising complexity: What do you actually control?

On-Premises

Software-as-a-Service (SaaS)

Infrastructure-as-a-Service (IaaS)

Identity Providers (IdPs)

employees vendors


